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ABSTRACTProgram vulnerabilities leave organizations open to mali-cious attacks that can result in severe damage to company�nances, resources, consumer privacy, and data. Engineer-ing applications and systems so that vulnerabilities do notexist would be the best solution, but this strategy may beimpractical due to �scal constraints or inadequate knowl-edge. Therefore, a variety of program and system-basedsolutions have been proposed to deal with vulnerabilities ina manageable way. Unfortunately, proposed strategies areoften poorly tested, because current testing techniques fo-cus on the common case whereas vulnerabilities are oftenexploited by uncommon inputs.In this paper, we present the design of a testing frameworkthat enables the e�cient, automatic and systematic testingof security mechanisms designed to prevent program-basedattacks. The key insight of the framework is that dynamiccompilation technology allows us to insert and simulate at-tacks during program execution. Thus, a security mecha-nism can be tested using any program, not only those withknown vulnerabilities.
1. INTRODUCTIONProgram vulnerabilities leave organizations open to attacksthat can result in severe damage to company �nances, re-sources, consumer privacy, data, etc. Exposing and identify-ing security vulnerabilities is notoriously di�cult; researche�orts in software testing focus almost exclusively on com-mon case; i.e., the program behavior that users are likelyto encounter when they use the program correctly. Thisapproach is not conducive to exposing security 
aws as vul-nerabilities are typically found using inputs that users wouldnot normally enter. Consider the typical stack smashing at-tack [1] which seeks to over
ow a program bu�er and trickthe program into running arbitrary code. Such an attackwould require the user to enter the binary code for particu-
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lar instructions which is improbable at best.The lack of testing strategies targeted towards security con-cerns results in the software community being more reactivethan proactive with respect to security vulnerabilities. Soft-ware engineers currently have no easy way of testing forsecurity problems, thus problems are typically found afterthe software has been released, unfortunately when they canresult in large amounts of damage. Once a program's vulner-ability has been discovered, programmers typically modifythe code to add a security mechanism tailored to the knownvulnerability and that program.The best solution would be to engineer programs so that vul-nerabilities are not present, but this is not entirely feasible,primarily because attackers continue to �nd new vulnera-bilities. A variety of strategies for preventing vulnerabili-ties have been proposed (see, for instance, [14, 13, 23, 21])involving all aspects of the program and its execution envi-ronment. These techniques can be broadly termed program-based as they focus upon the program or its execution en-vironment.Testing of these techniques is often poor. A program with aknown vulnerability is found and recompiled with a partic-ular protection scheme. The particular input that exploitedthe vulnerability is then provided to the program to deter-mine whether the protection mechanism succeeded. Thistesting strategy does not inspire great con�dence in the se-curity mechanism since it could only be tried on a few pro-grams with one particular input triggering one particularvulnerability.In this paper, we present the design of a framework whichenables the automatic and systematic testing of various se-curity mechanisms. The key insight is that such mechanismscan be tested without resorting to specially designed testcases by utilizing dynamic compiler technology. Dynamiccompilers are particularly well suited for this problem be-cause they can enable a user to modify program state andinstructions during the execution of the program.The broad impact of this framework will be increased con�-dence in security mechanisms developed for program-basedvulnerabilities as well as a framework for experimental in-vestigation into new security mechanisms.3.1



This paper is organized as follows: section 2 presents neces-sary background on program-based attacks. Section 3 givesthe design of our framework, with section 4 showing anexample of using our framework. Section 5 describes ourprototype and preliminary results, while section 6 gives anoverview of various issues we are currently addressing. Fi-nally, section 7 presents some concluding remarks and workyet to be �nished.
2. PROGRAM-BASED ATTACKSLoosely de�ned, program-based attacks are attacks that aremaliciously initiated on a program as input. These attacksare usually possible because of a vulnerability introduced bya programming 
aw. This distinguishes the types of attacks,and associated preventative measures that our frameworktests from other attacks, such as network attacks.The most common program-based attack is the bu�er over-
ow attack wherein an attacker attempts to write past theend of an array (\over
ow"). One of the earliest examples isthe Morris Worm [22], although there is anecdotal evidenceof earlier attacks [11]. Part of the worm attempted to spawna shell by over
owing a bu�er in the fingerd Unix program.Languages that provide runtime array bounds checking willtypically throw an exception when an over
ow occurs. Theexception can either be caught or will terminate the pro-gram. In other languages, especially C, writing past the endof the array will not necessarily cause program termination.Instead, other data is overwritten. This enables an attackerto write arbitrary values into variables.A favorite target for bu�er over
ow attacks is stack allocatedvariables. These are variables de�ned locally in a function.Space for them is allocated automatically by the compileras part of the activation record (AR) of the called function.Also included in the activation record are the parameterspassed to the function and the return address, i.e., whereprogram control should go when the function ends execution.Figure 1 shows the beginning of a function code along withthe associated activation record. By convention, call stacks\grow down" (i.e., the next AR pushed is at a lower addressthan the previous AR). When a call is made to functionfoobar, the caller pushes the parameters, from right to left,onto the stack;1 followed by the return address. The nextpushed item is the saved frame pointer (fp). The framepointer is used to determine o�sets to function parame-ters and local variables. The saved fp is the caller's framepointer. The callee will create its own fp as part of thefunction initialization. Finally, the function allocates spacefor the locally de�ned variables, in this case, a 5 characterarray, buf1, an integer, z, and a 20 character array buf2.An access to buf2 [0] through buf2 [19] would be legiti-mate as there is space allocated on the stack. However, ac-cessing buf [20] would not be legitimate. This is a boundserror. C does not check array bounds, however, so the ac-cess is permitted. The actual used value will be 20 bytes (20* sizeof (char)) away from buf2 [0]. This address ref-1This is the standard C calling convention. Other languages,such as Pascal and Fortran push parameters left to right.
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Call stack grows "down"Figure 1: Example activation recorderences the �rst byte of z. A value written into buf2 [20]will overwrite the �rst byte of z causing mysterious errors.This is an example of a bu�er over
ow.We can continue this overwriting. We can overwrite the sec-ond byte of z by writing to buf2 [21]. By writing to buf2[24], we can overwrite buf1 [0]. Clearly we can place ar-bitrary values into z and also buf1. However, there is noreason to stop with overwriting buf1. Data can still be writ-ten past buf1 and into the saved fp and, �nally, the returnaddress. By modifying the return address, an attacker canmake program control jump to an arbitrary point and exe-cute instructions. This is the classic stack smashing attack.Many tutorials [1, 15, 19] exist providing canned implemen-tations of this kind of attack. Typically, the input used toover
ow the bu�er includes code to spawn a shell process(\shell code"). The return address is modi�ed to point tothe shell code, which is stored on the stack and gets executedwhen the function returns.Stack allocated variables are not the only target. Attacksexist against variables stored on the heap [10], the framepointer [18], allocated bu�ers upon the call to free and evenformat strings passed to the printf family of functions.The most obvious technique for handling these vulnerabili-ties is to change programming practices so that common vul-nerabilities are not possible. This can be accomplished byusing a language, such as Java, that provides array boundschecking, adding bounds checking to the language [17, 3],or by auditing the code to �nd potential vulnerabilities and�xing them by using facilities, such as string in C++, thatallocate more space as needed, or by carefully using \safe"library functions, such as strncpy in C. While this is the pre-ferred approach, it su�ers from several drawbacks: the per-formance penalty may be signi�cant; the knowledge, experi-ence and e�ort needed may be �nancially expensive, and,most importantly, this approach does nothing for legacycode or for software components for which source code isnot available.Mechanisms have been proposed to address these concerns[13, 16, 9, 12, 23, 2], but they are usually aimed at stoppingone particular attack. The usual method for testing theseprotection mechanisms is to �nd programs with known ex-3.2



ploits, add the mechanism to the program, and then run theexploit against the program to determine if the mechanismsuccessfully prevented, or detected the attack.
3. FRAMEWORK DESIGNOur research is focusing on building a security testing frame-work for applications that will provide automated, generalsupport for security testing by allowing engineers to simulateparticular attacks and examine how a proposed strategy pro-tects their software. Furthermore, such a framework couldallow an engineer to rapidly prototype a possible strategy tohandle newly discovered vulnerabilities for which no strat-egy exists as well as attempting new attacks that have notyet been addressed.Consider the typical stack smashing attack described in sec-tion 2. In the RAD security mechanism [9], copies of thereturn address are maintained in a special area of memory,a sort of `ghost' stack. When a function is called, the returnaddress is put onto both the call stack and the ghost stack.When the function returns, the return address is read fromthe ghost stack instead of the call stack, which overridesdamage done to the return address by any over
ow.In order to test such a scheme, attacks against the return ad-dress must be performed. One method of attack generationwould be to attempt to �nd bu�er over
ow vulnerabilitiesin a program, construct an exploit, and try it. This is a verytime consuming task that, if done successfully, would elimi-nate the need for the security mechanisms in the �rst place.Another approach would be to modify the compiler to insertattacks. This approach requires the source to the compilerand also excellent knowledge of the compiler's source to in-sert the proper code. This can be too costly as di�erentattacks require di�erent modi�cations to the compiler.The key insight for the framework is that it exploits thetechnology of dynamic compilation which has typically beenused to optimize a compiled program as it executes. Withthe capability to monitor and compile on-the-
y, we foreseeother uses for this technology, including the framework forsecurity testing. By using a dynamic compiler, attacks couldbe inserted dynamically, without modifying the source codeor binary stored on disk. Binary rewriting tools, such asDynInst [8], might also be used, although we feel that thedynamic compiler approach a�ords an easier implementa-tion. Furthermore, this approach requires no modi�cationto the static compiler, and engineers need not audit codebases looking for possible vulnerabilities.Figure 2 shows the phases in a dynamic compiler. We stressthat these phases are performed entirely at runtime. Theinput to the compiler is usually an intermediate programcreated by a static compiler, although compiling the sourcecode on the 
y is possible (usually in interpreters). If sourcecode is being compiled, it is done on an on-demand basis,i.e., function foo will be compiled when foo is �rst called.When execution �rst begins, the dynamic compiler performsany necessary source compilation. Sequences of instructions,called basic blocks, are constructed. A basic block is a con-tiguous sequence of instructions that would be executed se-quentially by the CPU. A basic block can be optimized or

analyzed online (during execution) and then given to theCPU for execution. The process of dynamic translation,basic block construction, online optimization and analysisand then execution keeps repeating until the program ter-minates.Within the testing framework, the RAD scheme would betested by compiling the ghost stack code into the originalapplication and then running the modi�ed code with thestandard test cases through a dynamic compiler. The engi-neer can instruct the framework to modify return addressesof any or all functions; this allows the ghost stack idea to betested in the general case rather than in speci�c instances.As the program executes, the framework would monitor theexecution to determine how many attacks were made andhow many were defeated. When the program is �nished,the engineer would be provided with a coverage report de-tailing the methods executed by the test case, success ratesof the attack and a vulnerability report detailing the partsof the program that are still vulnerable.Thus far, we have discussed only the stack smashing at-tack. We will continue to use stack smashing as an examplethroughout the rest of the paper. However, we note that theframework is not limited to simulating only stack smash-ing attacks. The framework should also be able to simu-late other attacks, such as those against function pointers.In general, we expect any attack that can be simulated byadding or modifying executable instructions to be handled.Attacks involving subtle data manipulations, such as the for-mat string attacks against printf [20], may pose a problemfor our framework.The requirements we set for such a framework include1. Generality { The framework must support a variety ofsource languages, di�erent kinds of vulnerabilities andmust be able to test a wide variety of program-basedsecurity mechanisms.2. Systematic testing { The framework must be able toinsert attacks at any appropriate point in the program.This allows for more thorough and systematic testingof program-based security mechanisms.3. Automatic { A user should only need to specify thekinds of attacks that should be attempted and have theoption of specifying the program points to be attacked.After that, the framework should perform all its tasksautomatically without need for user intervention.4. Robustness { The framework should report the placeswhere the mechanism failed to protect the programwhile reporting few false positives. In our case, afalse positive would occur if the framework reportedthe mechanism under test successfully protected theprogram where it actually did not.5. Low overhead { The framework must have reasonableoverhead, in terms of both space and time to be con-sidered practical.Framework Architecture. Figure 3 shows a diagram of3.3
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the proposed framework. The key components of the frame-work are modules within a dynamic compiler. During ex-ecution, the dynamic compiler gives the instructions thatare about to be executed to each module for modi�cation oranalysis. The components are:� Attack Generator { Responsible for producing and in-serting the attacks. The attacks may modify programinstructions or program state.� Execution Monitor { Gathers information about theprogram's execution as instructions are executed. Theseinstructions could have been modi�ed by the attackgenerator.� Oracle { Determines if the actual program behaviordeviates from the expected behavior under the speci-�ed security policy.Each of those components has inputs that are read uponthe initialization of the framework. The inputs describe thespeci�c actions that each component should perform. Theinputs are:� Attack Speci�cation { Details the kind of attack thatshould be attempted, perhaps a change to return ad-dresses or return values.� Security Policy { Describes the proper behavior of theprogram e.g., calls that the program is or is not allowedto make.� Monitoring Speci�cation { Describes behavior that shouldbe checked, such as a particular function being calledthat indicates the attack was successful. The monitor-ing speci�cation is dependent on the attack speci�ca-tion and security policy.There are two outputs produced by the components of thetesting framework:� Vulnerability Report { Describes the attacks that weresuccessful, or the tests that failed.� Coverage Report { Details the possible attack loca-tions that were checked by the test suite. The cover-age report is derived from coverage analysis and staticanalysis tools in conjunction with the execution mon-itor's output.The other components of the framework deal with aspectsof the software maintenance cycle. The vulnerability reportalong with the security policy may dictate that changes bemade to either the program or the selected security mech-anism. Other maintenance requirements may also dictatethat program changes be made. These changes also must betested. The test cases and attacks that should be re-run areselected during the regression testing phase.

4. THE TESTING PROCESSAs an example of testing a security mechanism within theframework, we consider the RAD example discussed earlier.We can test RAD by compiling it into any program that isconvenient. That program is then run through a dynamiccompiler with the framework modules loaded to test themechanism. The program is run with a typical test caseselected either by hand or by the test case selector. We notethat the test case may be one that would normally be usedin the testing phase. It does not need to be a case thatattempts to exploit any vulnerability.Upon starting up, the framework modules would read theirparticular inputs. Since RAD is designed to protect againstthe stack smashing technique, the attack speci�cation woulddescribe attacking the return addresses of a set of functions(perhaps the functions de�ned in the program, or all func-tions including those in libraries). The monitoring speci�-cation describes simply examining function returns.During execution, the dynamic compiler starts creating ba-sic blocks and hands them to the attack generator. Theattack generator can examine each block to determine ifit is the start of a function that is protected by the RADmechanism, and thus, should be attacked. If so, code canbe added to the start of the function to change the returnaddress, thus simulating the e�ects of a bu�er over
ow at-tack. The monitor then examines the code. In this case,the monitor would record how many times return addresseswere adjusted, the return instructions that were executedand the di�erent return addresses that were used. The in-formation on how many return addresses were modi�ed andhow many return instructions were executed will be passedto the coverage analyzer after the program has terminated.The information on what return addresses were used can bepassed to the oracle, which then decides if an attack suc-ceeded.The entire process continues until the program terminates.Upon termination, the coverage and vulnerability reportsare written. Based on these reports, the e�ectiveness of theRAD technique in preventing stack smashing attacks can bedetermined.
5. PROTOTYPE IMPLEMENTATIONWe have started building a prototype of the framework. TheDynamoRIO [6] dynamic compiler, which we have used forother work [4, 5], is the keystone of the framework. Fig-ure 4 shows a simpli�ed overview of DynamoRIO (readersinterested in more details of the construction and underlyingarchitecture of DynamoRIO should see [7]).DynamoRIO is a native dynamic compiler that accepts stat-ically compiled binaries as input. Thus, using DynamoRIOenables any compiled language to be used with the prototypetesting framework. Additionally, DynamoRIO allows a userto write a client module to analyze or change instructionsonline. This capability provides a layer of abstraction to auser, enabling one to perform online analysis without modi-�cation to the DynamoRIO compiler itself. Thus, knowledgeof the inner workings of the compiler is not required.Upon startup, DynamoRIO initializes itself and then makes3.5
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Figure 4: Simpli�ed Overview of DynamoRIOa call to the client module telling the client to initialize it-self. DynamoRIO then begins executing code by buildingbasic blocks from the program instructions. A basic blockis simply a contiguous sequence of instructions that will beexecuted by the CPU. Each basic block is then passed to theclient module for analysis or other adjustments. The blockis returned to DynamoRIO, which passes the block to theCPU for native execution. This process continues until theprogram stops executing, at which point DynamoRIO callsthe client module's cleanup routine and then exits.The testing framework's key components can be implementedas a DynamoRIO module. Upon initialization, the frame-work inputs are read. During execution, the basic blocksare examined, and attacks can be inserted as desired. Ad-ditionally, the monitor can examine the blocks looking forthe appropriate information. Finally, at exit, the frameworkwrites the desired output reports.The attack generator is currently in the early stages of imple-mentation. Using DynamoRIO, we have successfully beenable to simulate attacks against the return addresses in sev-eral test programs. This was done by writing a DynamoRIOmodule that determined when a particular function wascalled. Code was then added to modify the return address ofa test function, foo, simulating the results of a stack smash-ing technique. The return address of the function foo waschanged to be another function, bar, already in the test pro-gram. Upon return, foo jumped to bar. Thus a successfulattack was carried out.
6. ISSUESWe acknowledge that there are several outstanding issuesthat we are currently addressing.

1. Simulation of attacks. We are using a dynamic com-piler to simulate attacks by modifying existing codeor by adding new code into the running program. Adrawback to this approach may be that the generatedattacks may not perfectly mimic existing attacks. Forexample, a dynamic compiler can insert code into afunction to change the return address, which simulatesthe end result of a stack smashing attack. However,an actual bu�er over
ow will overwrite everything be-tween the start of the bu�er and the return address.Mechanisms, such as StackGuard [13], that rely uponthis behavior may fail in the simulation. The solu-tion to this issue remains to be investigated. It can beargued that the simulated attack is more subtle andmechanisms should be able to guard against the simu-lation (in the case of StackGuard, this would representa case where the canary value was correctly determinedby an attacker). Alternatively, the injected code couldoverwrite values between ranges, though this may beexpensive to do.2. E�ciency. In order to be practical, the frameworkmust have minimal overhead. The attack generatorand monitor examine instructions during their execu-tion. If the overhead is too large, the performancepenalty will make the framework almost useless.3. Monitoring Information. The monitor is responsiblefor extracting information about the execution of theprogram during runtime. Its goal is to determine cov-erage information and to give the oracle enough infor-mation to determine if an attack was successful.In the case of stack smashing attacks, one possibilityis for the framework to attack the program in such away that a function is called completely out of order(e.g. for function Q to call function Z even though nocode exists in Q to cause that call). The monitor couldbe looking for potentially out of order calls, which theoracle would then verify.4. Goals for the Attack Generator, Monitor and Oracle.At this preliminary stage, there are two goals for thedesign of the attack generator, monitor and oracle: (1)no extra code should have to be compiled into the bi-nary and (2) the program should not be terminatedafter the �rst successful attack. The �rst goal followsfrom the desire to have the framework perform its du-ties at any stage of the development cycle. This impliesthat a program binary potentially could be shipped tocustomers once it has passed the �nal tests performedby the framework. Furthermore, the framework couldbe applied to binaries that customers are actually us-ing rather than trying to simulate the same conditionson a development workstation. Both of these ideasare compromised if the framework requires code to becompiled into the binary.The second goal is for the framework to keep perform-ing even after a successful attack. The motivation isthat to get a sense of how well a particular mechanismis protecting a program, all possible attack points mustbe examined. Killing the program early does not allowfor this examination. The framework cannot simplyjump to the exit() system call as part of a successfulattack.3.6



5. Automatically specifying attacks. Finally, issues re-garding automatically specifying the attacks will beexplored. It is simply unreasonable to expect a soft-ware engineer to devise code for the attack genera-tor. Instead, a method allowing an engineer to providesome meta data about an attack, while the attack gen-erator handles the details will be developed.
7. CONCLUSIONS AND FUTURE WORKWe have presented the design of a framework allowing thetesting of security mechanisms for program-based attacks.Such a framework would allow for the more e�cient testingof these mechanisms, without resorting to complex method-ologies. The key insight of the framework is that dynamiccompilation technology allows us to insert and simulate at-tacks during program execution.Implementation work has begun on the framework itself,starting with the attack generator. Several simple attackshave been implemented on small test programs. These at-tacks need to be expanded in a general fashion to work withall programs. Research into the monitor and oracle willalso performed, in particular, investing what information isneeded to determine successful attacks and coverage infor-mation.
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