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ABSTRACT

Mobile code and agent-basedtechnology is being actively
investigatedfor usewithin military systems.Theuseof mobile
code in these systemscould greatly bene�t future defense
capabilities;however, onemust�r st establishcon�dencein the
secure deploymentand useof mobilecodebefore widespread
acceptanceof this technology occurs. This is particularly true
when a mobile code is permittedto evolve or modify as it
moves through a network.Dynamic program transformation
or evolution can enablemore ef�cient computationof long
runningprogramson constrainedresourcehostsby optimizing
the computation for the current runtime input, state, and
environment. This technology can also potentially provide
dynamicallyupdatedor modi�ed programfunctionality. Tradi-
tional mobilecodevalidationmethodssuch aschecksumsand
digital signatureswill beunableto ef�ciently meetthesecurity
needs of this itinerant, evolving software. New validation
methodsmustbe constructedin order to allow future mobile
codesto avail themselvesof theadvantagesdynamicprogram
modi�cation may provide while mitigating potential security
risks.

We are developing a framework and prototypesystemto
validate mobile, dynamically-transformingcode in a manner
which enablesthe systemto restrict how the codecan trans-
form as it passesthroughthenetwork.Thissystemwill permit
modi�cations to the code basedon a user-de�ned program
transformationpolicy. In this paper, we presentthedetailsfor
our framework to control dynamicprogram transformation.
This framework is the �r st steptowards makingdynamically-
transformingsoftware a viable technology for future defense
systems.

Index Terms— Mobile code,Dynamic program transfor-
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INTRODUCTION AND MOTIVATION

Mobile codeandmobileagentsystemscanpotentially
provide a wealth of new functionality, services,and
bene�ts to futuredefensesystems[1]–[3]. Theadaptabil-
ity and functionality of such systemscan be increased
by utilizing code or agentswhich evolve or modify
during their execution lifetime within a network of
computationnodes.Someexamplesof suchcapabilities
include active networks, intelligent/autonomousagents,
automatedworm/virus recovery, and intelligent sensor
networks [4], [5]. Beforemobile code/mobileagentuse
is considered,onemust �rst establishcon�dencein the
securedeployment and useof suchtechnology[6]–[9].
Failure to do so could result in catastrophicloss or
damageto systemresources,assets,or capabilities.

Traditional mobile code validation methodssuch as
checksumsand digital signatures[10]–[12] will be un-
able to ef�ciently meet the security needsof itinerant,
dynamically-evolving software; the original signatureor
checksumbecomesinvalid immediatelyafter this soft-
wareevolvesor is modi�ed. New methodsfor validation
mustbedevelopedin orderto allow mobilecodesto avail
themselvesof the advantagesdynamicprogrammodi�-
cation may provide while mitigating potential security
risks in an ef�cient manner.

This paper explores the kinds of changesthat can
occurin a mobilecode.Changesareclassi�edaccording
to the natureof the change,and the potentialability to
detector to restrict that classof programchange.We
have used theseclassi�cations to guide the design of
a framework and prototypesystemto validate mobile,
dynamically-evolving code in a mannerwhich enables
the systemto restrict how the codecan transformas it
passesthroughthe network. Our framework will permit
modi�cationsto thecodebasedonauserde�ned security



speci�cation policy. Within the system, the security
speci�cationcanbe usedby any authorizednodein the
network to validate proposedprogramtransformations
and ultimately, decidewhetheror not to transformthe
code. This method to validate transformationsbefore
they are applied to evolving mobile code is a proac-
tive technology, rather than the reactive technologies
currently in use. Our proactive approachwill make
dynamically-evolving software a viable technologyfor
future defensesystems.

EVOLVING MOBILE CODE SYSTEMS

In this paper, the term mobile code refers to any
itinerantsoftware that may be modi�ed (by itself or by
some other entity) as it travels through a network of
computationnodes.Thesenodesmay be interconnected
via a wired or wirelessnetwork in a potentially hostile
environment. The conceptsof self-modifying software
andmobileagentsarenot new [13]. While many present
day examplesof self-modifying software are of a ma-
licious nature (e.g., worms and viruses), researchis
beginningto explorethepositivebene�tsof this software
paradigm[14].

Examplesof dynamically evolving mobile code can
be seen in systemsthat utilize just-in-time compilers
(JITs) [15], [16], dynamictranslators[17], anddynamic
code instrumentation[18]. A JIT, typically used for
interpretedlanguages(e.g., Java or LISP), dynamically
compilesportionsof a programdown to native machine
instructionsfor fasterexecution(becauseinstructionin-
terpretationis normally slower than native instruction
execution). JITs are normally designednot to modify
the semanticbehavior of a program, but to improve
performanceon a givenhostduringa particularinstance
of a programrun. Dynamic translationattemptsto in-
creasesoftwarereuseby translatingprograminstructions
originally written for onearchitectureto adifferenttarget
architectureat run time. Dynamicprograminstrumenta-
tion addscodeto a program(therebyinstrumentingthe
program)at executiontime for the purposeof pro�ling
program behavior. This enablestargeted optimization
and programtesting basedon programexecution with
real user input. The various bene�ts of any kind of
dynamicmodi�cation of a program(e.g.,self-modifying
mobile code,JIT, and instrumentedcode)are increased
�e xibility andadaptabilitywithin the system(e.g.,code
optimizedfor currentinput sequencesor codethat learns
from its environmentandmodi�es its behavior).

Dynamic, adaptive optimization systemslike Jikes
RVM [19] and ADAPT [20] recompile portions of a

programduring executionwhile applying targetedper-
formanceimproving transformationsto theprogram.The
newly optimized sectionsof the programare swapped
with the older code once they are made available by
the dynamic optimizer. Researchdemonstratesthat the
performancegains of this approachmake up for the
overheadof performing the required analysisand the
time to complete the program transformations[19].
Thesegains can be achieved over static compile time
optimization becausethe dynamic optimizer has more
information about the data and state of the program
than doesthe static compile time optimizer. Voss and
Eigemannshowedthatadditionalperformancegainscan
bemadeby performingthetransformationsin parallelon
a separatehost while executionproceedson the Client
Node [20].

Securityof Mobile Code

A vast amount of researchtargets security issues
relatedto non-evolving mobilecode.Currenttechniques
include computingchecksums(e.g., HMAC) [10] over
the object �le of the software and digitally signing the
software(e.g.,RSA andDSA) [11], [21]. As previously
stated,thesetechniquesapply to static software which
doesnot evolve after computationof the checksumor
signature.Any alterationto the form, state,or instruc-
tions of the programafter computationof the checksum
invalidatesthe original checksum.If every node in the
network is trustedandencryptionkeys aremanagedap-
propriately, anew signaturecouldbegeneratedeachtime
the code evolves or changeson a node.However, this
approachcan becomecumbersomein some instances,
and not possiblein others(i.e., in instanceswherenot
every node in the network is able (or trusted)to have
their own signingkeys).

Thereexist new techniquesto steganographicallyem-
bedauthenticationdatawithin aprogram[12], [22], [23].
Theseapproachestake advantageof certain properties
within a program to encodedata which can function
asa TamperDetectionMark (TDM) without increasing
programsize,or alteringprogramstructure,semantics,or
performance.While thisnovel approachis appealingasit
easesmanagementanddistributionof authenticationdata
andreducestheprobabilityof successfor certainkindsof
attacks,this techniquedoesnot addressinstanceswhere
the programevolvesas it movesthrougha network and
the TDM is not updated.This is the samevulnerability
aspreviously mentionedfor traditionalchecksum/digital
signaturetechniques.



Fig. 1. Generalizationof network operatingenvironment.

TARGET NETWORK ENVIRONMENTS

Figure1 presentsa high-level view of an exampleof
the generalnetwork environment in which our frame-
work is designedto operate.The network will contain:

� A Trusted Serverthat distributes the original ver-
sion of the programandde�nes the transformation
control policy

� At least one Client Node that is consideringex-
ecution of the software and possibly requesting
transformationsto the program

� Oneor moreBenignIntermediateNodes(i.e., other
Client Nodes)thatmayhave hostedthesoftwarein
the pastor requestedprogramtransformations

� Threeor moreServerPool Nodes, which areessen-
tially a pool of nodes,not a collectionof individual
nodes(we utilize the server pool conceptto assist
the programtransformationprocess)

� Perhapsone or more Malicious Nodes that may
attempt to transform the program in a nefarious
manner

The network canbe divided into two or moresubnet-
works.Thisnetwork canutilize eitherawiredor wireless
transmissionmedium.The con�guration of the network
can be either static (i.e., set once and the network
does not change)or dynamic (nodes can enter/leave
the network as time progresses).Client Nodes in the
network trust all contentfrom the TrustedServer. Client
Nodes needonly marginally trust Server Pool Nodes.
This marginal degreeof trustexistssincetheServerPool
is anadhoccollectionof nodesformedby anestablished
promotionprocess.Actions takenby theServer Poolare
decidedby a poll of all Server Pool Nodes.All critical
informationfor the network originatesfrom the Trusted

Server. Contentfrom any other sourcein this network
(i.e., otherClient Nodes)is not trusted.

Thenetwork in Figure1 is partitionedinto N distinct
subnets.The classi�cation for this groupingcan be by
geographiclocation, function of the client node, envi-
ronmentalconditions,or other criteria. Basedupon the
grouping classi�cation, any Client Node from a given
grouprepresentsall Client Nodesfrom thegroup.Within
each subgroupof the network, a collection of Client
Nodesfunctionsas the Server Pool.

Server Pool technologyhasbeendevised to provide
reliable servicesto networks of hosts [24]. The basic
conceptbehind a Server Pool is to create a pool of
several servers which provide the sameservice for a
network. Throughthis pooledredundancy, serviceinter-
ruptions are able to be reduced.In our system,Client
Nodesneedonly marginally trust nodesin the Server
Pool.

CLASSIFYING PROGRAM CHANGES

We �rst characterizethe natureof the changeswhich
can occur during programtransformation.In Figure 2,
we presenta Venn diagram classifying thesechanges
at a high level, and depictinghow theseclassi�cations
relateto eachother. For a givenprogram,therecaneither
be no changeat all or somedegree of changeduring
theprogram's lifetime. If changeis permittedduring the
lifetime of the program, it can take many forms. For
example, the program may changeonly slightly (i.e.,
some form of restricted change), or it could become
an entirely different program(unrestrictedchange). If
programchangeis restricted,it could be limited by the
location or region within the program,or it could be
limited by the function or semanticsof the program.
A programthat performsthe samefunction is always
functionally equivalent, but it could be coded in very
semanticallydifferent ways. Within the scopeof this
paper, we will usethe termschange andtransformation
interchangeably. Both of theseterms will refer to any
alterationto the instructionsof a programthrougheither
dynamicre-optimizationor recompilation.

The latter two classi�cations are illustrated by the
following example.Considerthata programmersolvesa
problemwith two differentprogramsto comparewhich
is thebestsolutionto theproblem.ProgramA usesalgo-
rithm a, andProgramB usesalgorithmb. Eachprogram
is compiled with and without compiler optimizations
to comparehow different optimizationsaffect runtime
performance.Thus,we have two �nal versionsof each
program:ProgramAopt andProgramBopt areprograms



Fig. 2. High-level classi�cationof modi�cations to evolving mobile
codes.

compiled with optimization, and ProgramAno opt and
ProgramBno opt are programscompiled without opti-
mization.All four programsarefunctionallyequivalent;
they all solve the sameproblem.Both versionsof Pro-
gram A are semanticallyinequivalentto both versions
of ProgramB ; however, ProgramAopt is semantically
equivalent to Program Ano opt, and Program Bopt is
semanticallyequivalentto ProgramBno opt .

FRAMEWORK DESIGN

The overall goal of this researchis to provide a
methodto control or restrict how a programtransforms
once deployed to a network of computation nodes.
There exists a delicate balancebetweendesigningan
automatedsystemwhich hasenough�e xibility to permit
the kinds of programchangeswhich provide bene�t to
the user, anddesigninga systemwhich is powerful and
robust enoughto prevent programsfrom changingin
undesirableways,andthusallowing maliciousprograms
to enter the system.Compoundingthe dif�culty in de-
signingsucha system,describingprogrambehavior and
changein an automatedway (i.e., by a machine)is very
dif�cult [25], [26]. This is why many present-daymeth-
ods for detectingpreviously categorizedmaliciouscode
patternsrely on pattern matching techniques.Viewed
in this light, thesetechniquesare reactive, rather than
proactive technologies;thesetechnologiescan identify
a maliciousbehavior patternonly after that patternhas
been previously identi�ed and labeled as such. One
example to illustrate this point is the use of virus
de�nition �les by anti-virus programs;these�les must
becontinuouslyupdatedto thelatestvirus de�nitions for
the virus detectionsoftware to remaineffective.

Fig. 3. A proactive programtransformationcontrol framework.

Thestepstowardsdesigninga systemwhich addresses
thesecuredeploymentanduseof dynamicallytransform-
ing mobile codeare to (1) de�ne the programtransfor-
mation policy, (2) record and communicatethat policy
securely to client nodes,and (3) verify that received
programtransformationscomply with that policy. The
approachto eachof theseproblemsreveals additional
issueswhich affect the formulationand implementation
of eachphaseof the system.

Our approachfocuseson thepoint beforea changeor
transformationis to beappliedto a program,andthereby
functionsasa pro-active technology. A genericoverview
of the approachwheretransformationsare dynamically
appliedto a programis shown in Figure3. The system
consistsof a TrustedServer, the Server Pool,andClient
Nodes.Variouspartsof the Dynamic Transformerwill
reside on either the Server Pool or the Client nodes,
dependingon thenetwork con�guration.In this diagram,
ProgramP and TConSP are producedby the Trusted
Server while TReqSP may be producedby either the
Server Pool or the Client Node.

An examplescenariogiving the detailsof our system
follows. The Trusted Server publishesa program, P ,
to the network. P performs some critical function or
computationthattheTrustedServerseeksto protectfrom
alteration.To protect this functionality or computation,
theTrustedServer alsopublishesa TransformationCon-
trol Speci�cation (TConSP ) which is associatedwith
P . This content (P and TConSP ) is signed with the
appropriatekeys for future validation. Each host in
the network receives P and TConSP , validates both



objects with the appropriatekeys, and proceedswith
computationpendingsuccessfulvalidation. During the
executionlifetime of P , opportunitiesfor transformation
mayexist thatarebene�cial to thesystem(e.g.,conserve
resources,etc.).Theseopportunitiesmay arisebasedon
the nature or frequency of program input, the nature
of the computation,or context changes.When these
opportunitiesoccur, therequestto performthis changeis
encodedas a TransformationRequestSpeci�cation for
P , (TReqSP ). The TReqSP is generatedon the node
running P and is a speci�cation that requestsspeci�c
transformationsto be applied to a precisepoint in P .
Beforethe transformationcanbe appliedto P , TReqSP

must be validatedat the very least by the Server Pool
with TConSP . If thevalidationsucceeds,thetransforma-
tion is applied.If the validationfails, the TrustedServer
is noti�ed for further action and the transformationis
not applied.

DETAILS OF SYSTEM CONFIGURATIONS

Since our goal for this researchis to control how a
programtransformsonagroupof networkedhostsandto
do so in an ef�cient manner, we have detaileda number
of con�gurationswhich graduallyshift theresponsibility
from onesetof hoststo another. Thesecon�gurationsrun
thegamutfrom totally independentClient Nodetransfor-
mation(i.e.,no ServerPool)which resultin non-uniform
codeacrossthenetwork, to completeServerPoolcontrol
over transformation.Dependingon the con�guration of
the system/network, the following characteristicswill
hold: (1) the dynamicprogramtransformermay reside
eitheron the Client Nodeor on the Server Pool, (2) the
TReqSmaybegeneratedeitherby theServer Poolor by
the Client Node, and (3) validation of the TReqSmay
occuron either the Client Node, the Server Pool, or on
both the Client and Server Pool. We proposeto study
the systemcon�gurationsthat provide the mostef�cient
meansof transformationcontrol underdifferent scenar-
ios. The responsibilitiesin questionare the phasesof
dynamic,adaptive optimization(i.e., programpro�ling,
programanalysis,andprogrammodi�cation).

Table I shows the entities in the network that are
responsiblefor which actionsundereachcon�guration.
Each con�guration is detailed as a speci�c scenario.
The columns for Pro�le and Analysis are the steps
requiredto gatherthe dataneededto perform program
transformation.Under certainscenarios,it may be nec-
essaryto communicateor validate the TReqSbetween
the Client Nodes and the Server Pool (indicated by
the columnslabeledX-mit TReqSand Check TReqS,

respectively). The entity that actuallyperformsthe pro-
gramtransformationis indicatedby the column labeled
Transform.X-mit Codedenoteswhichentity, if any, must
communicatethe new (transformed)code.If the Server
Pool is transformingthe code, the new code must be
transmittedto theClient Nodes.In this event,theServer
Pool alsotransmitsthe TReqSusedto generatethe new
code (TReqS2). This version of the TReqS is viewed
by the Client Nodeasa list of appliedtransformations.
The Client Node will validatethe transformationusing
TReqS2 beforeacceptingany new codefrom the Server
Pool.The last columnindicateswhetherall nodesin the
network will have the sameversionof the programor if
versionswill differ acrossthe network.

The shift in responsibilitiesis from the Client Nodes
performingall thephasesof programmodi�cation to the
Server Pool taking on more of eachphase.Introducing
a Server Pool to perform programtransformationoper-
ationsrequirescommunicationthat would not normally
be presentwereeachClient Nodeperformingtheir own
programtransformation.Our studiesof ef�ciency will
include the costof this communication.

To set up the pre-conditionsfor all of the scenarios,
the following mustoccur:

1) Theprogramis signedanddeployedto thenetwork
by the TrustedServer.

2) TheTConSis signedanddeployed to the network
by the TrustedServer.

3) The Clients and Server Pool receive the program
andthe TConSfrom the TrustedServer.

4) The Clients and the Server Pool authenticatethe
signatureof the TConSandthe program.

5) The Clients and the Server Pool proceedif the
TrustedServer's signatureis valid.

We de�ne three scenariosof interest to study. The
�rst scenario,labeledScenario0, is acontrolfor baseline
comparison.Scenario0 is asystemwithoutaServerPool
andwithout distributeddynamictransformationcapabili-
ties.In Scenario0, all phasesof dynamictransformation
processoccur locally on eachnode.The remainingtwo
scenarios,ScenariosI andII, eachhave variousshiftsof
responsibilityfor thephasesthatwe will explore.In Sce-
nario I, the Client Nodesapply the transformations.In
ScenarioII, the Server Pool appliesthe transformations.
UnderScenariosI andII, theresponsibilitiesfor program
analysisand generationof the TReqS shifts from the
Client Nodesto the Server Pool.A detailedoverview of
the most independentand the mostcontrolledscenarios
follow.



TABLE I

RESPONSIBIL ITY MATRIX . SHOWS WHICH ENTITIES ARE RESPONSIBLE FOR WHICH ACTIONS UNDER EACH CONFIGURATION.

C = CL IENT, SP = SERVER POOL .

Scenario Pro�le Analysis X-mit Check Transform X-mit X-mit Check Uniform Code
TReqS TReqS Code TReqS2 TReqS2 @ Every Node

0 C C C No
I a. C C C,SP C,SP C Yes
I b SP SP SP C C Yes
II a C C C SP SP SP SP C Yes
II b SP SP SP SP SP SP C Yes

Scenario0

Scenario0 is the controlscenario.In this scenario,all
actionsfor programtransformationareperformedby the
Client Node; no Server Pool needexist. This scenario
is the least communicationintensive, but is the most
redundantin terms of multiple clients performing the
sameoperations(transformations).Under this scenario,
thereis nocontroloverhow theprogramtransformsthus,
eachnode on the network could have a different �nal
versionof the program.Themajoractionsin Scenario0
are:

1) Pro�ling is performedon the Client Node.
2) Analysis is performedon the Client Node.
3) The Client Node transformsthe code.

ScenarioII b

In ScenarioIIb, the Server Pool performsall actions
in the programtransformationprocess.The Server Pool
transmitsthe new codealongwith TReqS2 (the applied
transformations)to the Client Nodes. If the TReqS2

successfullyvalidatesagainstthe TConS,the new code
is accepted.The major actionsin ScenarioIIb are:

1) Pro�ling is performedon the Server Pool.
2) Analysis is performedon the Server Pool.
3) TheServerPoolgeneratestheTReqSandvalidates

it with the TConS.
4) The Server Pool transformsthe codeif validation

is successful.
5) The Server Pool generatesand sends TReqS2

(TReqS)to the Client Node.
6) The Server Pool sendsthe new codeto the Client

Node.
7) The Client Node accepts the code if TReqS2

successfullyvalidatesagainstthe TConS.

PROTOTYPE IMPLEMENTATION

We are using the Jikes RVM [19] as the framework
baseof our prototype.Jikes RVM is a researchvirtual
machinethat performsdynamic, adaptive optimization

on Java programs.Our systempartitionsJikesRVM into
distinct phaseswhich can be evoked and controlledvia
the TReqS and TConS speci�cations. The partitioned
phasesof theJikesRVM serve to functionasthevarious
phaseswhich would resideon the Client Nodesandthe
Server Pool. Initial simulationsindicatethatwe areable
to preventor controlwhat transformationsareappliedat
a speci�c point within a programin JikesRVM.

Programtransformationis permitted/prohibitedduring
the optimizationphaseof the JikesRVM by consulting
the TConS before the transformationis applied to the
program.During eachphaseof the optimizer, a speci�c
transformationis applied at speci�c points within the
program.As the optimizer preparesto perform a given
instanceof a transformation,it performsa lookup in the
TConSto seeif that transformationis permittedat that
point in the program.

EVALUATION

The metrics we are using to assessef�ciency will
examinecost per subnetundereachscenario.Here, an
inverserelationshipis favorable(i.e., lower cost means
greateref�ciency). Cost will be measuredin terms of
the following criteria: (1) power, (2) space(memory),
and (3) time. Cost will be studiedbasedon a ratio of
thenumberof ServerPoolnodesto thenumberof Client
Nodesin the subnet.

We will measurethe cost to:
� Pro�le the programat runtime
� Analyze the runtime behavior of the programvia

the pro�le dataand the program's instructions
� Optimize the program
� Transmit the speci�cations(from the Client Node

to the Server Pool or from the Server Pool to the
Client Node)

� Transmit the transformedcode (from the Server
Pool to the Client Node)

� Generatethe TReqS(on either the Client Node or
theServerPool)or theTReqS2 (on theServerPool)



� Validate the TReqS(on either the Client Node or
theServerPool)or theTReqS2 (on theClientNode)
with the TConS

CONCLUSIONS

In this paper, we have introduced the issues, the
overall designcon�gurations,andtheevaluationplanfor
a systemto validateevolving itinerant software.Future
defensesystemscould bene�t greatly from this kind
of code once the risks of its use have beenmitigated.
A programtransformationcontrol speci�cation de�nes
the system's rules on how the program may/may not
transformafterdeployment.Experimentalevaluationwill
explore the ef�ciency and expressivenessof the policy
for changeascommunicatedthroughthe TConSby the
trustedserver. This systemwill permit usersof mobile,
evolving code to take advantageof the bene�ts this
paradigmhas to offer while providing the opportunity
to control how the programevolvesin the network.

“The views andconclusionscontainedin this documentare those

of the authors and should not be interpreted as representingthe

of�cial policies, either expressedor implied, of the Army Research

Laboratory or the U. S. Government.”
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