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Abstract

Today's applicationsare highly mobile; we download
softwae fromthelnternet,macineexecutablecodearrives
attachedto electionic mail, and Java appletsincreasethe
functionalityandappeaanceof webpages. Thismovement
hasstirred a great deal of reseach in the area of mobile
codesecurity Thefact remainsthat a newly arrived pro-
gramto a local hosthasthe potentialto in ict signi cant
damaye to the local hostand local resouces. Perhapsthe
new programoriginatedfrom a charlatan hostmasquead-
ing asa trustedserveror hasbeenmodi ed by a malicious
party duringtransitfromthetrustedserverto thelocal host.
In light of this risk, security modelsthat addressmobile
codeare in high demand.We havedevelopeda framevork
namedSECR/T, which enablesusess of a mobile applica-
tion to validatethe applicationwith integrity and authenti-
cationdatawhile simplifyingthemanagementanddistribu-
tion of theauthenticatiordata.

1 Intr oduction

Computersoftwareexhibits a muchhigherdegreeof
mobility today than previous years,with a greatamount
of software being deliveredto a client hostvia a network
shortly before executionbegins. The integrity of mobile
codeis one importantaspectfor its secureexecutionon
the local host[16, 28]. We have developeda framework
namedSECRYT (StEgo-CR pto Tamperdetection)which
enablesisersf amobileapplicationto validatetheapplica-
tion with integrity andauthenticatiomatawhile simplifying
the managemeranddistribution of this data. Initial exper
imental resultsshav no runtime performancedegradation
for the executionof the protectedorogram.
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A mobile codedownloadedfrom somesener to alocal
hostcouldarrivefrom acharlatarhostor bemodi ed during
transit.Oncein executionon thelocal host,this roguecode
could causea greatdeal of damageto local or distributed
resourcesand possibly compromiseinformation integrity.
The damageto the local systemcould be asinnocuousas
playingannging soundsor assevereasderying serviceto
someresource deletingvaluabledata, or revealing secret
information. The risk also exists for a malicioushostto
causeharmto a mobile code,alteringor forging codethat
passeshroughthe malicioushost. Thus,a systemutilizing
mobile codecan potentially exposeitself to a greatmary
vulnerabilities.

SECRYT embedsauthenticatiordata,which we terma
TamperDetectionMark (TDM), within the programas a
way to addresghe issuesof codeintegrity andauthentica-
tion. SECR/T canbe utilized to detectvirtually any de-
greeof tamperingor alterationto anapplication.Validation
of integrity andauthenticatiorwith SECRYT is optional;a
codecarryinga TDM is semanticallyequivalentto the orig-
inal versionof the codeandcanexecutewithoutany special
pre-processinghouldauthenticatiorof the codenot bede-
siredor shouldthe codeexecuteon a systemthat doesnot
have an implementationof the SECRYT framework. The
SECRYT framework hasbeenimplementedfor Java pro-
grams[11,12] andfor SFARC binaryobject les.

Authenticationdatain SECRYT is communicatedvia
hybrid steganographic-cryptogphc (stego-crypto) tech-
niguesthatmarryauthenticatiordatawith the program,ob-
scurethe existenceof the authenticatiordatafrom casual
view, anddo notincreasebandwidthrequirementsA two-
fold bene t is achieved by (a) encodingthe authentication
datawithin the mobile codethus eliminating the needto
treat authenticationdata as additional information during
transmissionand (b) preventing separatiorof authentica-
tion datafrom the codethuseliminatingthe situationwhere
authenticatiordatais lost or damagedvhich requiresaddi-
tional bandwidthfor dataretransmission.

Steganographyis the processof hiding informationin
other information [13]. Steganographyhas been used
throughoutthe agesasa meansof subliminalcommunica-



tion. With steganographya secretmessagas embedded
in seeminglyinnocuouscover data(e.g.,a picture,text, or
symbols)to hide the act of communication. The embed-
ding procesaisuallyexploits statisticarandomneser noise
within the dataof the cover mediumto hidethe secret.The
secreimessageansubsequentlpedeliveredunnoticedbe-
causdts existencels dif cult to detect.Digital watermark-
ing is acommonlyknown useof informationhiding which
is typically employed ascopyright protection. Watermark-
ing requireghatthe markberobustagainstemoval or tam-
peringattacksto fully protectthe intellectualpropertycon-
tainingthe mark. Watermarkingdiffers from our useof in-
formation hiding which is of a fragile variety; tampering
with the programwill invalidatethe SECR/T mark.

In the context of this paper the termsmobile code,pro-
gram, and applicationare usedinterchangeably Whereas
the term mobile codetypically is de ned to be codethat
physicallyrelocateduringthe lifetime of its execution,we
employ averyloosede nition in thatary codenotcompiled
onthemachinehatis runningthe codeis saidto bemobile.
Thus,almostall codecanbede ned asmobilecode,andas
the SECRYT systemwasdesignedo detecttamperingwith
mobilecode,it canbeappliedto almostary code.

Theremaindeof this paperis organizedasfollows. Sec-
tion 2 providescontext for this work by reviewing existing
integrity veri cation techniquegor mobile agentsandmo-
bile code.In Section3, we presentanoverview of our sys-
temanddetailson its implementation.Section4 evaluates
our systenthroughempiricalstudy We presentesearchie-
latedto thiswork in Section5. In Section6, we summarize
ourresults.

2 Background

Current popular techniquesto detect/detertampering
include the use of hash digests (e.g., MD5 [19] and
SHA [17] hashdigest algorithms) and digital signatures
(e.g.,RSA[20] signaturealgorithm).Digital certi cates[9]
arealsoin useto attestto claimsof identity on thepartof a
particularpersonor entity.

Hashalgorithmssuchas MD5 and SHA function asa
checksumto indicatethe presenceof errorsor alterations
in codereceved from a remotehost. A good hashdigest
algorithmwill provide for a changein 50% of the bits in
the hashvalue shouldtherebe a 1-bit changein the code
beingdigested.A typical hashdigestcheckwould proceed
asfollows: The sener transmittingthe codeand the host
receving the codeindependentlycomputea digestof the
code. Theseseparatevalueswill be equivalentonly if the
integrity of thetransmitteccodehasnotbeencompromised.
Onewell known problemwith relying solely on a hashdi-
gestto sene asa form of tamperdetectionis thatthe hash
value canbe forged, altered,or removed entirely.  Digital

signaturehave appearedn partto answetthis problem.

Digitally signedcode(e.qg.,signedJasa archivesknown
asJAR les [15]) canaddresgheissueof identifying com-
promisedmobile code. The JAR le is in essenca TAR
archie of a programthatincludesspacefor adigital signa-
ture of eachclass le of the program.Whensigningcode,
usually one computesa hashvalue of the code and then
thathashvalueis encryptedandappendedo thecode.The
encryptionis usually performedwith someform of a pub-
lic/private key-pair. This signaturecanbe checled on the
local hostsideto authenticat¢he sendeiof the codeandto
determineif the codewasalteredin any way during tran-
sit. The shortflls of signaturesare: (1) the signaturecan
becomeseparatedrom the code,and (2) the signaturere-
quiresextraspaceandbandwidth.Thesamerisksexist with
other forms of codedelivery (architecturespeci ¢ binary

les) andauthenticatiotechniquesvhereinthe authentica-
tion datais separaténformationwhich requiresadditional
bandwidthduringtransmission.

A certi cate permitsoneto verify theidentity of the au-
thor of mobile codethat hasbeendownloadedto the local
host. Under this scheme the certi cate is includedwith
the mobile codewhenit is downloaded.Thelocal hostcan
checkthecontentsf thecerti cate with theoriginatingcer
ti cate authority (sometrustedthird party) to authenticate
theauthorsidentity. Certi catesby themselesarelacking
in severalareas(1) thecerti cate canbeseparateérom the
code,(2) extratime, bandwidth andresourcesnustbeused
to obtain and verify the certi cate, (3) the degreeof con-

dence one canplacein a certi cate is directly impacted
by the integrity of the issuingauthority andthe degreeto
which that authority investigateghe identity of the author
(4) acerti cate cannotinform the consumeraboutwhether
amobilecodewasmodi ed in ary way betweerthetime it
wascompiledonthetrustedhostandthetimeit isrunonthe
local machinesincea certi cate only veri es theauthentic-
ity of thecodesoriginator, and(5) thecerti cate senerpro-
videsa singlepoint of vulnerability;if the certi cate sener
hasbeencompromisedthe entiresystemis vulnerable.ls-
sue(3) wasillustratedmostrecentlyby the Microsoft Cor-
porationcerti catesissuedby Verisign(acerti cate author
ity) to anunauthorizedndividual. Thesefraudulentcerti -
catescould permitthe attacler to trick a userinto installing
maliciousmobile codeon the users system[6].

3 Tamper Detection Framework

SECRYT enablesapplicationproducerdo embedau-
thenticationdatawithin the programitself, thusreducingor
eliminatingseveralundesirablgossibilities(e.g.,executing
alteredor forgedcodeon the users machine,andretrans-
missionof lost or damagedauthenticatiordata). Embed-
ding the authenticatiordatawithin the application(1) sim-
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Figure 1. Embed framework on Trusted Host.

pli es managemenof authenticatiordata,(2) reduceshe
chanceof separatingauthenticatiordatafrom the code,(3)
reduceshandwidthrequirementsand (4) obscureghe ex-
istenceof the authenticatiordatafrom casualview. The
savzingsin bandwidthis a directresultof the steganographic
embeddingf theauthenticatiomlatawithin theapplication.

An overview of the framawork for our tamperdetection
system,SECRYT, is shavn in Figuresl and2. SECR/T
operatedn two phasesgntitled embedand validate. The
embedphasetypically takes placeon the hostwhich com-
piles the sourcecodeand produceshe program le. We
call this hostthe trustedhost. A basicexample utilizing
SECRYT follows: thetrustedhostcompilesa programem-
bedsa TDM within theapplicationandmakesthe program
availablefor download. The local hostdownloadsthe pro-
gram, validatesthe TDM within the applicationvia a SE-
CRYT implementatiorand proceedswith executionbased
onthevalidationresults.

FromFigurel, the TDM is createdby transformingthe
applicationto canonicalform, computinga hashvalue of
the applicationandencryptingthat hashvaluewith the se-
cretkey. Sincewe arevalidatingthe programwith a hash
digestof the program,we mustbe surethat the local host
andtrustedhostaresynchronizedy hashinga programof
identicalform. Embeddinga TDM in theprogramtypically
resultsin a programof a differentform, as doescompil-
ing the sameprogramby differentcompilers,hencethe re-
qguirementof transformingthe programto whatwe termits
canonicaform beforethe hashvalueof the programcanbe
computed.

The canonicalform of a programis achieved by sort-
ing varioussectionsof the programbasedon somecriteria
derived from the format of executableprogram les for a
givenarchitectureThe speci csof canonicaform for Java
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Figure 2. Validate framework on Local Host.

andbinary object les (OF)saredescribedaterin this pa-
per After the programhasbeensorted,mary areasof the
program le mustbeupdatedo re ect the new form of the
program.Thereorderingandupdatingscheme®nsurethat
aprogramin canonicaformis avalid programandcanex-
ecuteon aregularmachinewith no specialpre-processing.
With theprogramin canonicaform, thehashvalueof the
programcanbecomputedTheentireprogramle is hashed
andtheresultinghashvalueis encryptedwith a secretkey.
Thiskey is currentlyshareetweerthetrustedhostandthe
local host. The encryptedhashvalueis the TDM, thusthe
TDM senesasa cryptographiachecksunfor the program.
Embeddinghe TDM in anapplicationis accomplished
by permutingthe order of selectedsectionswithin the ap-
plicationin canonicaform. The permutatioralgorithmuti-
lized is that givenin [14]. To reordera given sectionof
sizen within an applicationto encodea TDM, we select
then permutatiorof all possibleorderingsof thatsection.
Again, manipulatinghecontentsof anapplicationtypically
requiresthe entireprogram le to be updatedo re ect the
new form of the program.Theembedded DM is now part
of theapplication.We stresghatthe TDM requiresno addi-
tional spacewithin theprogramithe TDM is encodedvithin
theprogram.Programsizeremainsconstant.
Oncethe TDM hasbeenembeddedvithin the program
le in the nal stepof Figure 1, the applicationis ready



for transmissiorto the local host. The new program le
createdduring the embedphaseis semanticallyequivalent
to the original program le; the samecomputationis per
formed and the runtime performanceof the computation
shouldnot be affected. This new program le with embed-
dedTDM is ableto executeon arny machinewith no special
pre-processing.

Oncethe programhasarrived at the local hostfrom the
trustedhost,thelocal hostcanvalidatethe codewith a SE-
CRYT implementation. During the validation phase,the
TDM of the applicationis extracted,andthe value of the
decryptecchecksumis usedto validatetheapplication.The
validation phaseis shavn in Figure2. The rst stepsof
validatinga TDM are similar to embeddinga TDM. The
applicationis transformedto canonicalform, and a local
hashdigestof the programis computed. The TDM is ex-
tractedfrom the applicationby reversingthe permutation
algorithm. To extract the TDM, the sequenceof prede-
terminedsectionsof the applicationin canonicalform are
comparedo their permutedsequenceo determinewhich
one of the possiblepermutationds encodedn their order
The extracted TDM is decryptedwith the secretkey and
comparedvith thelocal computechashdigest. If the code
hasnot beenalteredsinceinsertionof the TDM and the
properkeys have beenusedto createandvalidatethe TDM,
the validationresultwill returntrue. Any alterationto the
codeor incorrectkey usewill resultin failure during the
validationphase.

To keepthe embedand validate phasesas inexpensve
aspossible,we only permuteasmary elementsaasneeded
to encodethe TDM. The remaining(if arny) elementsare
scrambledrandomly during the embedphaseto keepthe
appearancef the sectioncontainingthe TDM sufciently
random.Theresultingreorderedlatahasthe sameappear
anceasthenormalorderof thedatabeforetheembedbhase.

Currently SECR/T employs two different hashdigest
algorithms(dependingon the available stego-bandwidthof
the hostprogram),MD5 and SHA-1. The currentencryp-
tion algorithmusedis 3ADES.SECR/T wasdesignedo per
mit boththe hashandencryptionfunctionsto easilyaccept
new algorithmimplementationgherebyallowing a choice
of algorithms.

3.1 Instantiating the SECRYT Framework

To createa new instantiationof the SECRYT frame-
work, several details regarding the new implementation
mustbethoroughlyconsideredin particular thefollowing
parametersmustbedetermined:

1. Theregion(s)of the le thatcanaccommodata TDM.

2. Theunitof granularityfor informationhiding(i.e.,per
mutableblocks)within theabove regions.

3. The carrying capacity or stego-bandwidthavailable
within the above regions are functionsof the size of
the region(s) available within the program. Doesthe
granularityallow for adequatdiding capacity?

4. The partitioning schemefor creatingthe individual
premutableunits basedon the granularitywithin the
regionsto hold the TDM.

5. Thecanonicaform of the le

Whatpropertiesnustbemetto achieve canonical
form andmaintainsemanticequivalencewith the
original program?

How canthe original programbe automatically
transformedo canonicaform?

(«2}

. How to createthe TDM.

~

. How to embedthe TDM within theprogram le.

In consideringthe rst issue,the embeddingegion, the
detailsof thetargetarchitecturenustbe thoroughlyunder
stood,aswell astheformatof theprogramle for thegiven
architecture. Someareaswithin a program le may not
be opento manipulationwhile otherswill accommodata
greatdeal of modi cation without changingthe semantics.
Within theregion thatstoresor encodeghe TDM, the size
or granularityof the individual units mustbe known. This
will dictatetheamountof bandwidthavailableto encodehe
mark. The orderof theseindividual unitswill be permuted
to encodethe mark. To identify the permutableunits, the
region encodingthe TDM may needto be explicitly parti-
tioned. In someprogram les, this partitioning stepmay
notbe necessanthis stepdepend®n the natureof the per
mutableunit within theprogramle. Oncetheregionto en-
codethe TDM hasbeenidenti ed, andthe permutablainits
createdthe natureof the program le' s canonicaform can
bede ned. The canonicalform of aprogramle will typi-
cally involve sortingthe permutablaunits within the region
encodinghe TDM andthenupdatingtheprogramle tore-
ect thenew form. Oncecanonicaform hasbeenachieved,
theTDM canbecreatecandembeddedvithin the program.

TheTDM is embeddedhto thiscanonicaform with par
ticular attentionto ensuring:

Thesemantic®f theprogramremainconstanti.e.,the
programperformsthe samecomputation).

Thelocal hostis ableto transformthe program le to
canonicaform independentlyf thetrustedhost.

Thehiding capacityof theregioncanaccommodatthe
sizeof the TDM.

Thesizeof theprogramle with TDM is nolargerthan
theoriginal program le.



Extractingandvalidatingthe TDM will revealtamper
ing with theprogram le.

The time and spaceto performthe transformationgo
canonicaform, embeddingandvalidationof the TDM
areacceptabléo mobile codeusers.

Theamountof bandwidthfor the TDM is determinedy
the sizeof theregion encodingthe markandthe numberof
permutableunits within that region. A region with n per
mutableunits hasn! uniqueorderings,thus canencodea
value strictly lessthann!. For example,when SHA-1 is
usedfor the hashdigestandthe hashvalueis encryptedvia
3DES(in ECB mode),we geta 192hbit TDM (160-bithash
valuepaddedo 192 bits for three64-bit blocks). A 192-bit
TDM requiresa class le with at least47 entries(2192=
47"). Similarly, a TDM consistingof an MD5 hashdigest
encryptedsia DESwould require35 permutablaunitsin the
region.

3.2 Tamper Detectionfor Java Programs

Mobile Java programsare representedy Java class
les. Eachclass le containsa wealth of informationre-
quiredto instantiatea run time object. The methodof that
objectarede ned with Jarabytecodeaninterpretedstack-
basedassembly-like language.

We have instantiatedlSECRY'T for Java in thefollowing
way. Theregionthatencodeshe TDM within theJavaclass
le istheconstanpooltable.Thistableis anarrayof sym-
bols similar in function to the symboltable of binary ex-
ecutablele formats(e.g.,ELF [27]). The granularity of
permutableunits within the constantpool tableis eachen-
try within thetable(constanbbjects)thus,nopartitioningis
necessaryManipulatingtheorderof theconstanpooltable
objectsrequiresthe entireclass le to beupdatedo re ect
thenew tableorderingastherearemary referenceso con-

stantpool tableobjectsthroughoutheentireJava class le.
Onceembeddedthe TDM is part of the class le, repre-
sentedby the orderingof the constanpool table.

The canonicalform of a Javaclass le is createdasfol-
lows:

1. The constantpool table of the class le is sortedto
achieve a stablestartingform.

2. All referencego entriesin the constantpool tableare
updatedhroughoutheclassle tore ect thenew or-
derof the constanpooltable.

Sorting the constantpool table is a processhat canbe
accomplishedy both the trustedhostwhich produceghe
classle from Jarasourcecodeandby thelocal hostwhich
hasno additionalinformationotherthantheclass le itself.
Further aclassle with asortedconstanpool tablecanbe

achievedby a hostregardlesof the statetheclass le isin
whenit is receved by that host. Of course,all references
to constanpool tableobjectsareupdatedo insurethatthe
class le is a valid Java class le after transformationto
canonicaform.

Figure3 shavstheconstanpooltablesfor thesamelava
classle. Figure3(a)givestheoriginalorderof theconstant
pool tablejust after compilationby javac . The orderof
the constantpool table after encodinga TDM canbe seen
in gure 3(b).

Currently SECR'T canembeda TDM in a constant
pool tablewith 21 or moreentries. As a point of compari-
son,the very basic’Hello World!” programhasa constant
pool tablewith 28 entries,yet an emptyclass(a classwith
no methodsor dataobjects)hasa constantpool table with
13 entries.To addresghesesmall les a shorterhashcould
be employed asthe TDM suchasthe UMAC [3]. Addi-
tionally, we areexploring otherareadn theclassle which
canaccommodatencodingsomeof a TDM in instanceof
classles with very smallconstanpooltables.

3.3 Application to Binary Programs

Often,mobileprogramsarerepresentetly binary les
known asObjectFiles (OFs). Thebinary le formatwhich
we focusedon for aninstantiationof SECRYT is the ELF
format, or Executablelinking File Formatfor the SFARC
architecture thoughthe overall approachis applicableto
other binary forms. The region that encodesthe TDM
within a SFARC object le is the text section(i.e., ma-
chine instructionsection). The granularity of permutable
objectswithin the text sectionis whatwe term a Relocat-
ableBasicBlock, whichis de ned below. Identifying these
blocksof instructionamustbeaccomplishedby partitioning
thetext section.Embeddinghe TDM in abinary OF is ac-
complishedby permutingthe orderof blocksof executable
machineinstructionswithin thetext sectionof the OF. Ma-
nipulatingthe orderof machineinstructionsrequiresmary
sectionsof the OF to be updatedo re ect the newv address
of relocatednstructions.

The canonicaform of abinary OF is createcasfollows:

1. Blocksof textually consecutie instructionsareidenti-
ed which canberelocated.

2. The identi ed blocks of instructions are sorted to
achieve a stablestartingform.

3. All referencesto instruction addressesvhich have
beenrelocatedare updatedto re ect the new address
of theinstruction.

Thebasicconcepbehindthe systenis to manipulatehe
orderof relocatablélocksof instructiongo encodeavalue;



1)CONSTANT_Methodref[10](dass_index =6, name_and_type index = 15)
2)CONSTANT_Fiddref[9](dass_index = 16, name_and_type index =17)
3)CONSTANT_String[8](string_index = 18)
4)CONSTANT_Mehodref[10](dass_index =19, name_and_type index = 20)
5)CONSTANT_Class[7](name_index =21)
6)CONSTANT_Class[7](name_index = 22)

7)CONSTANT_Utf8[1]("<init>")

8)CONSTANT_Utf8[1]("(OV")

9)CONSTANT_ULtf8[1]("Code")

10)CONSTANT_Utf8[1]("LineNumberTabl ")
11)CONSTANT_Utf8[1]("man")
12)CONSTANT_Utf8[1]("([Ljavalang/String;)V")
13)CONSTANT_ULtf8[1]("SourceFile")
14)CONSTANT_Utf8[1]("Hdlojava’)
15)CONSTANT_NameAndType12](name_index = 7, signature_index = 8)
16)CONSTANT_Class[7](name_index = 23)
17)CONSTANT_NameAndType[12](name_index = 24, signature_index = 25)
18)CONSTANT_Utf8[1]("Helo World!")
19)CONSTANT_Class[7](name_index = 26)
20)CONSTANT_NameAndType[12](name_index = 27, signaure_index = 28)
21)CONSTANT_ULtf8[1]("Hdl0")
22)CONSTANT_ULtf8[1]("javallang/Object")
23)CONSTANT_ULtf8[1]("javalang/System")

24)CONSTANT_Utf8[1]("out")
25)CONSTANT_Utf8[1]("Ljavalio/PrintStream;")
26)CONSTANT_ULtf8[1]("javalio/PrintStream")
27)CONSTANT_Utf8[1]("printIn")
28)CONSTANT_ULtf8[1]("(Ljavallang/String;)V")

(a) Constanpool tablefor original “Hello World!”

1)CONSTANT_NameAndTyp€g12](name_index =7, signaure_index = 26)
2)CONSTANT_NameAndTypg12](name _index = 22, signature index = 27)
3)CONSTANT_Class[7](name_index = 15)

4)CONSTANT_ULtf8[1]("Code")

5)CONSTANT_Utf8[1] (" ([Ljavalang/String;)V")
6)CONSTANT_Mehodref[10](dass_index =16, name_and_type index =2)
7)CONSTANT_Utf8[1]("<init>")
8)CONSTANT_Methodref[10](dass_index =3, name_and_type index = 1)
9)CONSTANT_Fiddref[9](dass_index = 14, name_and_type index = 20)
10)CONSTANT_String[8](string_index =21)
11)CONSTANT_Utf8[1]("out")
12)CONSTANT_Utf8[1]("LineNumberTeble")
13)CONSTANT_Utf8[1]("LjavaiolPrintStream;")
14)CONSTANT_Class[7](name_index = 23)
15)CONSTANT_Utf8[1]("javalang/Object")
16)CONSTANT_Class[7](name_index = 19)
17)CONSTANT_Utf8[1]("Hdlojavd’)
18)CONSTANT_Utf8[1]("SourceFile')
19)CONSTANT_Utf8[1]("javalio/PrintStream”)
20)CONSTANT_NameAndType[12](name_index = 11, signature_index = 13)
21)CONSTANT_Utf8[1]("Helo World!")
22)CONSTANT_Utf8[1]("printIn")
23)CONSTANT_ULtf8[1]("javallang/System")
24)CONSTANT_Utf8[1]("Hdlo")

25)CONSTANT_Class[7](name_index =24)
26)CONSTANT_Utf8[1]("OV")
27)CONSTANT_ULtf8[1]("(Ljavalang/String;)V")
28)CONSTANT_ULtf8[1]("main")

(b) Constanpooltablefor “Hello World!” with TDM

Figure 3. Original and processed constant pool tables for “Hello World!” Javaclass le .

Table 1. Starting address for Relocatab le Ba-
sic Blocks.

Block Original | Canonical | Relocated
Number || Address| Address | Address
1 1 3 10
2 2 4 11
3 3 5 12
4 4 9 4
5 5 10 5
6 6 11 6
7 7 12 7
8 8 6 1
9 9 7 2
10 10 8 3
11 11 1 8
12 12 2 9

the TDM is storedin thetext sectionof the mobileapplica-
tion. A relocatableblock is similar to the basicblock com-
monly usedwithin the areaof programanalysis. A basic
block is alinear sequencef contiguousnstructionswhich
have a single point of entry and a single point of exit for
programcontrol o w. The conceptof a relocatableblock
builds upona basicblock in the following way: a relocat-
able block is a contiguoussequencef instructionswhich
areterminatedby a goto instruction(i.e., arny type of un-
conditionaljump instructionwhich doesnot storea return
address)Figure4 depictsthe partitioningof a rudimentary
control o w graphinto Relocatablédasicblocks. A control
ow graph[1] is a directedgraphG = (N, E) whereN is
a nite setof nodes(eachrepresenting basicblock) and
E is a setof edgesthat representhe possible o w of con-
trol betweerbasicblocksof the program.Eachbasicblock
in Figure4 hasa startingaddressanda sequencef instruc-
tions(i.e., stmts)associatewith it. Diamondshapedlocks
indicateapredicatenode(e.g.,anif statementyvherecon-
trol o w canbranchbetweerntwo paths.Thesetof nodesn
Figure4 arepartitionedinto four Relocatabléasicblocks.
Relocatableblocks can have multiple points of entry, and
exit, but arealwaysterminatedwith anunconditionajump
which doesnot storea returnaddress.Thus, a relocatable
block canbe composeaf multiple basicblocks.
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Figure 4. Graph of Relocatab le basic block
partitions.

Oncetherelocatabldlockshave beendenti ed, thepro-
cessis similar to embeddinga TDM in a Java class le
with the exceptionthat we are manipulatingblocks of ma-
chine instructionsratherthan objectsin the constantpool
table. After constructingthe relocatableblocks, the blocks
aresortedaccordingto numberof instructionsandinstruc-
tion type to begin transformingthe programto canonical
form. Validationof a TDM is basedn programform. Em-
beddinga TDM within anobject le change@rogramform,
thuswe mustbe surethatboththetrustedhostandthelocal
hostbegin with a programof identicalform. Thecanonical
form of theobject le meetsthis requirement.

Theaddressesf the Relocatabléasicblocksfrom Fig-
ure 4 is givenin Tablel. In this table,the block number
is given, asis the startingaddresof that block within the
original code(i.e, themobile codeasproduceddy thecom-
piler). Thethird columnshawvs the startingaddres®of each
block afterthe programhasbeentransformednto canoni-
cal form. The nal columnshaows the startingaddres<or
eachblock after encodingthe TDM. Note that the control
o w graphof the programdoesnot changeafter encoding
the mark; however, startingaddressesf Relocatabléasic
blockscanchange.

Moving ablock of machinenstructiongo anew address
canhave a large impacton the remainderof an object le.
Many sectionswithin the le (to includethetext sectionit-
self) mustbe updatedo re ect the new addresof therelo-
catedblock of code. All control structuresjook-uptables,
andaddresgalculationgnustbeappropriatelyupdatedwvith
the new addressnformationor theresultingobject le will
eitherfail to executeor worseyet, executewith incorrect
results.The programin canonicaform mustbeavalid pro-
gram,a programwhich can executecorrectlyon a regular
machinewith no specialpre-processing.

We areinvestigatingotherareaswithin the OF thatcan
accommodatencodingpiecesof a TDM. This will prove
usefulin instance®f very smallprogramghatcontainvery
few machineinstructions.Initial resultsare promising,and
we have beenableto locateadditionalhiding locations.

3.4 Security Properties

SECRYT will alwaysbe ableto extracta mark from
an applicationthat containslegal machineinstructionsin
the caseof OFsandfrom anapplicationthatis alegal Java
classle in thecaseof aJavaapplicationasthereis always
anorderto the sequencef the sectionsof interest. The ex-
tractedmarkwill eitherbeavalid TDM or garbagde.g.,the
TDM may have beenscrambledby disassemblyfollowed
by recompilationyielding aninvalid mark). If the extracted
markis avalid TDM, SECR/T will correctlyvalidatethe
program.If themarkis garbled SECRY'T will identify the
programasaltered.



The securityof SECRYT is reliantuponthe securityof
the encryptionandhashfunctionsusedto createthe TDM.
As long asthe hashfunction employedby SECRY'T hasa
low probability of collision, the probability of anopponent

nding anothemprogramthathasthe samehashvalueasthe

original programis low. Compoundinghe dif culty of a

collisionattackin this unlikely eventis thefactthatthepro-

gramthat collideswith the programunderattackmustbe

alegal program,or the programwill fail to execute.A de-

sirablepropertyof any good hashfunction providesfor a

changen 50% of the bits of the hashvalueshouldtherebe

al-bitchangeo the le. Forourimplementationye chose
two well-known hashfunctions,MD5 andwherepossible,
SHA-1. Both of thesealgorithmsare acceptedn mary

publicly availabledigital signatureandencryptionsoftware
packagesthough SHA-1 is consideredo be the stronger
of the two algorithms[22]. Thus, the instantiationof SE-

CRYT asimplementedn this work hasthe sameprobabil-
ity of falsepositvesandfalsenegativesasdoesSHA-1and
MD5. The encryptionalgorithm chosenfor our proof-of-

concepttool is 3DES asit was a readily available public

Javalibrary package.However, SECR/T wasdesignedn

amannero permitboththe hashandencryptionfunctions
to easilyacceptnew algorithmimplementationgisthey be-
comeavailable.

SECRYT is very sensitve to changedo TDM protected
code.Evenif analteredprogramis semanticallyequivalent
totheoriginal program(e.g.,slightchangefave beermade
to theapplicatiorwhich do not affectthe computation) SE-
CRYT will signalavalidationerror. Any alterationnomat-
terhow insigni cant, is detectabldoy SECR/T.

Reverseengineeringf a TDM-protectednobilecodeby
amalicioushostandsubsequerntecompilationwill resultin
a codewith aninvalid TDM. For this kind of an attackto
succeedthe malicioushostmusthave the secretkey used
to createthe TDM. Without the secretkey, the TDM in the
compromisectodewill not matchthelocally generatecu-
thenticationdataby the local host. During the validation
phasethelocal hostwill immediatelybeableto detectthat
the codeunderconsideratiornasbeenaltered.

SECRY/T assumeghat the secretkey for the TDM is
communicatedver a securechannelprior to transmission
of themobilecode.While key distributionandmanagement
is critical to securityinterests this work doesnot attempt
to addresghis problem. Key distribution andmanagement
is anareaof active researctwith severalworthwhile treat-
mentsand analyses.A good startingpoint of information
for the readercanbe foundin the work of Shoup[23] and
of CannettiandKrawczyk [5].

4 Empirical Evaluation

TDM validationsystem$asedntheSECR/T frame-
work have beenimplementedfor Java programsand for
SFARC binary OFs. The Java systemcalledMOST (MO-
bile Software Tamper detection), has beenimplemented
entirely in Jasa and evaluatedin earlier papers[11, 12].
The binary system (BMOST) has beenimplementedin
C++, utilizing the Botan cryptographiclibrary [4] for all
hash/cryptographialgorithms. Resultsfor the binary sys-
tem arereportedin this paper All experimentswere con-
ductedon a 300MHz Sun Ultra-10 machinerunning So-
laris8with 192MB of physicalmemory

4.1 MOST

MOST wasimplementedutilizing the BCEL [8] and
Cryptix [7] packagesThe goal of our empiricalstudywas
to investigatethe amountof time and spaceour technique
requiresto processa set of mobile Java codes. Program
correctnes®f all TDM-protectedcodewasalsoof utmost
interest. We testedour implementatioron the SpecJVM98
suite[25] andthe Javra RMI suite[18] wherereportedimes
arethe medianf threeexecutiontimes.

Resultsfor embeddingand validating a TDM under
MOST aregivenin Table2. Most benchmarksontained
morethanoneclassle. Averageclassle sizesaregiven
(in KB) aswell asthetotal size of all class les for each
benchmark. Table 2 alsolists the averageand total num-
ber of entrieswithin the constantpool tablesof the class
les for eachbenchmark.The approximatetime to trans-
mit the benchmarlover a 53 Kbpsbandwidthline (approx-
imate bandwidthof a consumemodem)is given in sec-
ondsto give thereadersomebasefor viewing TDM system
performance. The last four columnsindicatethe average
andtotal times(in secondsjor the embedandvalidatepro-
cessesEmbedtime includestime to createandembedthe
TDM. Validatetimeincludegimeto extractandvalidatethe
TDM. The averagetime recordeds the averagetime taken
to processeachclass le in the givenbenchmarkWe note
that our systemdoesnot take muchtime to processeach
individual class le. It took anaverageof 0.14 secondso
embedthe TDM and 0.09 seconddo extract and validate
the TDM perclassle. Theaverageime to computeasim-
ple MD5 checksunfor eachclassle perbenchmarks 0.03
secondsAs thetotal sizeof thebenchmarlgetslarger, the
timeto processheprogramincreasesaswouldbeexpected.
We note that total validatetime per benchmarkis always
strictly lessthantotalembedime. We nd thisfavorableas
theembedprocessvouldtake placeonthesenerside,typi-
cally aftercompilation,whereaghe validateprocessvould
take placeon the client side, potentiallyon a lower power,
mobile host.



Table 2. Embed and validate times

for SpecJVM Java benc hmarks.

Name # of File Size Pool Size Xmit Time EmbedTime || Validate Time
Files (KB) (# of entries) (seconds) (seconds) (seconds)

Avg | Total || Avg | Total Approx || Avg | Total Avg Total
mtrt 1] 0.84| 0.84 51 51 0.13 || 0.45| 0.45] 0.38 0.38
checkit 3| 192| 576 | 104 312 0.87 || 0.25| 0.75 | 0.19 0.58
db 3| 331 992 | 192 577 1.50 || 0.37 11 || 0.22 0.67
jess 5 2.08 10.4 98 488 1.57 || 0.22 1.09 || 0.14 0.72
compress 12 1.45 17.4 79 950 2.62 || 0.09 1.11 || 0.07 0.84
check 17 || 2.32 | 39.43 116 | 1965 595 || 0.11 1.94 || 0.07 1.16
raytrace 25 || 2.23 | 55.66 86 2155 8.40 0.1 2.54 || 0.05 1.33

Three Specbenchmarkgjack, javac, and mpegaudio)
containclass les with constanpooltablesthatdo notmeet
the currentminimum sizerequiremenf 21 entries. This
restrictionis beingaddressedh future implementationof
the Java versionof SECRYT.

After embeddingand validation, eachbenchmarkwas
checled for computationalcorrectness. All benchmarks
were found to be semanticallyequivalentto their original
versionswith no changeo runtime performance.

4.2 BMOST

Table 3 shawvs timesfor embeddingand validatinga
TDM for several benchmarkswith BMOST. The bench-
markspresentedh Table3 have beencompiledwithout op-
timization. Thesizeof thebenchmarlks givenin KB aswell
as numberof lines of sourcecode (lesscomments). The
numberof relocatableblocksidenti ed in the text section
of the benchmarks alsogiven. The time requiredto em-
bed(includingpre-processindcreate)a TDM aswell asto
validate(includingpre-procesandextract)a TDM is given
in secondsTransmittime acrossa 56 Kbpsline is listedin
this chartaswell. Table4 shows the correspondindimes
for thesamebenchmarksvhich wherecompiledwith com-
mon programoptimizationsenabled.The currentprototype
implementatiorof this systentargetsSFARC binariescom-
piled via gcc. The focuson SFARC binariesfrom a single
compilereasedmplementatiorissuesin the designof our
proofof conceptsystem.

Note that it did not take much time to processeach
benchmark(rangingfrom 0.096 secondgo 0.151seconds
for eitherembedor validatephases) Furthermoreno run-
time penaltywas obsened for TDM protectedcodes(i.e.,
executiontime remainsconstantfrom original to TDM-
protectedprograms). This was a point of interestto our
work as relocationof machineinstructionscould impact
runtimeperformanceWe hypothesizehatsincewe arere-
locatingonly thoseblocksof codewhich arealwaystermi-
natedby an unconditionaljump, thereis minimal interfer
encewith compileroptimizationsandminimal disturbance
to original runtimeperformance.

As MD5 is a 128 bit hashalgorithmand DES is a 64

Table 3. Embed and validate times for unopti-
mized SPARC code.

Bench Size | Lines | Blocks | Embed | Validate | Xmit
wave 7.0 26 17 0.102 0.098 | 1.00
sort 7.5 211 17 0.099 0.099 | 1.07
bmm 8.8 76 21 0.102 0.101 1.26
wc 9.2 167 26 0.102 0.099 1.31
paraf ns 11.0 287 57 0.108 0.109 1.57
compress || 83.0 1431 97 0.151 0.151 | 11.86
Table 4. Embed and validate times for opti-
mized SPARC code .
Bench Size | Lines | Blocks | Embed | Validate | Xmit
wave 6.5 26 4 0.102 0.097 | 0.93
sort 6.7 211 8 0.098 0.096 | 0.96
wc 8.4 167 19 0.101 0.100 | 1.20
bmm 8.6 76 10 0.101 0.099 | 1.23
paraf ns 9.3 287 18 0.103 0.100 1.33
compress || 80.0 1431 50 0.114 0.113 | 11.43

bit cipher two 64 bit blocks are requiredto storethe en-

cryptedhashvalue(TDM) in the object le. WhenSHA-1

is employed, the 160 bit hashvalueis paddedto 192 bits

for three 64 bit blocks. Shouldthe object le not contain
enoughrelocatableblocksto encodethe minimum 128 bits

(35 blocks)the remainingbits are hiddenin otherareasof

the le which will notincreasele size (e.g., empty pad

areasunusedits of specialinstructionsgtc). Thisis aspe-
cial caserequiredfor rathersmall programsonly. We are

actively searchingfor otherareasof the object le which

exhibit the requiredtraits to accommodatateganographic
manipulation.

5 RelatedWork

Thereare a numberof techniqueghat addresgam-
per detection/protectiofior mobile code. Tan andMoreau
modi ed theconcepbf executiontracingto addressnobile
code(codethat indeedrelocatesduring its executionlife-
time) security[26]. Underthis schemesachhostrunninga



mobile agenttracesits executionof that agent. Whenthe
agentwantsto moveto anew host,thetracecanbeveri ed
for correctexecutionandstatevia a veri cation senerand
executioncerti cates. Trustin speci ¢ hostscanberevoked
undertheir distributedveri cation system.The new target
hostcanacceptbor rejectthe agentbasedon theveri cation
resultsof theveri cation sener.

Spinellis[24] introducedthe idea of utilizing re ection
(the ability of a computatiorprocesdo reasoraboutitself)
to provide a mobile codesystemwith the ability to validate
theintegrity of deployedcodeon portabledevices. With re-
ection, thecodehastheability to “see”its owninstructions
andrespondo queriesaboutits stateto someauthentication
sener.

Hohl describeda methodto protectmobile agentsfrom
malicioushostg10] for alimited time within a“black box”.
This techniqueis commonly known as programobfusca-
tion. Obfuscationattemptsto obscureprogrammeaning,
actions,anddatafrom a potentiallymalicioushostby intro-
ducingoverly complex controlstructureswithin theagents
programinstructionsandby re-composindghe agents data.
Theseobfuscatingprogramtransformationgnake analysis
of the programmorecomple thananalysisof the original,
unobfuscategrogram.

Sanderand Tschudin[21] have developed Computing
with EncryptedFunctions(CEF), which is directedmainly
towardsprotectingcodefrom malicioushosts. Their work
demonstratethat what they call computingwithin a cryp-
tographic “safe-haren” is an approachthat shavs some
promisein the future. Currently thereis no realworld im-
plementationof this conceptwhich addresseshe general
securityproblemsfacedby the consumerof mobile code.
Algesheimeret al. [2] have expandedupon this approach
whereincritical fragmentsof mobile codeareexecutedvia
encryptedfunctionson remotehosts. A minimally trusted
third party is usedto performcryptographicoperationson
behalfof thehoststo protecthemobilecode.Thisapproach
is not practicalfor large applicationsput may prove useful
whereprivagy critical partsof the computationcanbe split
out of theapplicationfor fragmentedexecution.

6 Conclusions

We have designeda framework, SECRY'T, andimple-
mentedtwo systemscapableof communicatingprogram
authenticationdata within executablecode in a manner
whichsimpli es managemertf theauthenticatiomlataand
reducesbandwidthrequirementsver corventionally used
tamper detectiontechniques. Thesefactorscombineto
malke our systemdesirabldn areasvherebandwidthis lim-
ited (e.g.,low power deviceson wirelessnetworks). TDM
validationassureshe userthatthe programwasgenerated
by a hostholding the appropriatekey andthatthe program

wasnot alteredin ary way betweerthetime the TDM was
embeddedand the time the user performsthe validation
check. Analysis indicatesthat our systemdetectswith a
high degreeof probability, any tamperingwith anobject le
andcando sowithin areasonablamountof time.

“The views andconclusiongontainedn thisdocumentrethoseof the
authorsandshouldnot be interpretedasrepresentinghe of cial policies,
eitherexpressedr implied, of the Army Research.aboratoryor theU. S.
Government.
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