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Abstract

This paper describes the design, implementation, and
initial evaluation ofWEBVIZOR, an open-source tool that
enables visualization and comparative analysis of test re-
sults from web applications. Because of its embedded
framework, testers can automatically utilize any of a set of
available test oracles. UsingWEBVIZOR can (1) eliminate
much of a human tester's laborious and error-prone manual
analysis and (2) direct the development of new test oracles,
thus improving the quality of the testing process and ulti-
mately web application reliability.

1 Introduction

Businesses, governments, and consumers increasingly
depend on the reliable execution of web applications. Thus,
software developers need automated techniques to help
maintain the correctness of these complex, evolving appli-
cations that often integrate various technologies and compo-
nents and frequently undergo maintenance. While there has
been success in automating some of the testing process for
web applications, including test case generation and execu-
tion [6, 9, 10, 7] and load testing [4, 7], automated support
is lacking for verifying that the executed test cases produce
correct results.

Our experience in evaluating testing techniques for web
applications [9, 10] revealed that without a means for view-
ing the test results, manually examining and evaluating test
output is both tedious and error-prone. Additionally, to un-
derstand a testing result, a tester needs the context of that
result, namely the request that produced the result. These
experiences led us to design and implementWEBVIZOR,
(WEB application fault detection VIsualiZation with ORa-
cles), an open-source tool that aids in the analysis of test
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case results for web applications. In general, an oracle is a
mechanism for validating the output for a test case. By in-
corporating customized oracles,WEBVIZOR can help soft-
ware testers as well as researchers in software testing for
web applications. Speci�cally,WEBVIZOR provides func-
tionality to

� visualize actual and expected test results for easy com-
parison,

� navigate through test results for fault detection and
analysis,

� visualize output from a set of oracle comparators for
fault detection and oracle evaluation, and

� generate meaningful fault-detection reports summariz-
ing the test results that contain symptoms of a fault for
a given test suite for each applied oracle.

Thus,WEBVIZOR provides a means for managing and
analyzing large test suites for web applications, with the
particular goal of identifying the test cases and correspond-
ing results associated with potential faults. In addition,WE-
BVIZOR is useful for comparing the results from differ-
ent test oracles, such that existing oracles can be evaluated
for potential false positives, false negatives, and limitations.
These observations can direct the development of new ora-
cle comparator algorithms.

In this paper, we describeWEBVIZOR's features, imple-
mentation, and initial evaluation.

2 WEBVIZOR

2.1 Incorporating WEBVIZOR into the Web
Application Testing Process

Figure 1 illustratesWEBVIZOR in the context of testing
web applications. We view a test case for a web application
as a sequence of HTTP requests sent to the web application
under test and the test results as the responses—typically
HTML documents—generated by executing those test re-
quests. These HTML responses comprise theactual results
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Figure 1. Web Application Testing Process
with WEBVIZOR

from testing. Theexpected resultsare provided from ex-
ecuting the suite on the previous, working version of the
application, i.e., a “gold standard” [2].

Oracles have traditionally been dif�cult and expensive to
develop in software testing [1, 2, 8, 12]. Atest oracleis a
mechanism to evaluate the actual results of a test case as
“pass” or “no pass”. An oracle produces an expected result
for an input and uses acomparatorto verify the actual re-
sults against the expected results [2]. The primary challenge
to developing oracles for web applications is their lowob-
servability, i.e., while some application output goes to the
user in the form of generated HTML pages, other applica-
tion behaviors, such as generated email messages, internal
server state, data state, and calls to web services, are not
as easy to monitor. Since many web applications generate
HTML output and users see this output, we focus on vali-
dating HTML output—an oracle for a subset of the appli-
cation's output [12]. Existing web application testing ap-
proaches [6, 3] have also employed test oracles that use the
HTML responses as the output of an executed test case.

WEBVIZOR applies the tester's selected test oracle com-
parator, which generates �les of processed HTML re-
sponses and indicates pass or possible fault.WEBVIZOR

highlights locations in the processed HTML response �le
that reveal potential faults.

2.2 Features

In this general web application testing context, we now
describeWEBVIZOR's features, as shown in their typical
GUI layout in Figure 2.

Figure 2. WEBVIZOR GUI: Feature Overview

2.2.1 Viewing and Visually Comparing Test Results

WEBVIZOR presents the test results to the tester via asin-
gle viewor comparison view. Since the tester may want
to inspect the HTML source code to explain unexpected
results, the single view mode allows the tester to quickly
inspect the HTML document in either its rendered (i.e.,
browser-displayed) or HTML source code form in a single
frame. The comparison view allows for easy comparison
of the actual and expected responses to the same request in
adjacent frames in one of several views: rendered, HTML
source, or the oracle comparator results from one of a set of
con�gurable oracles. We discuss oracle comparator results
further in Section 2.2.5.

2.2.2 Generating Fault Detection Reports

WEBVIZOR is designed to generate fault detection report
summaries for a given test suite from previously generated
fault-detection information. By utilizing fault detection data
that was gathered in advance by executing each oracle on
the test suite's expected and actual results,WEBVIZOR can
immediately generate a fault detection report. The tester
can then view the report, use it to navigate to requests that
revealed possible faults, and determine if the requests un-
covered a true fault.

WEBVIZOR's fault detection report includes results
from all of the responses to the test cases in a suite for each
oracle. The tester may choose to view the fault detection
report as a suite, where all test cases are listed with a sum-
mary of the number of responses containing possible man-
ifestations of faults per oracle. In the test suite view, the
report includes results for every available test oracle on ev-
ery response within the test suite. Otherwise, the tester may
choose to view an oracle-speci�c fault detection report that
states which responses contained possible manifestationsof
faults. Both fault detection report views allow the tester
to navigate to an individual response or test case, which is
then displayed in comparison view in the mainWEBVIZOR

window.
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2.2.3 Navigating through Test Results

Ef�ciently navigating through test results is crucial to ease
the burden of web application testers navigating through
large test cases and test suites. InWEBVIZOR, the tester
may choose to iterate through the entire execution of a test
suite via navigation buttons, which allow the tester to nav-
igate to a previous or next response as well as jump to the
previous or next test case in the suite. The tester's abilityto
navigate through a suite inWEBVIZOR reduces the time it
typically would take for the tester to open all the responses
individually and process all of the responses from the vari-
ous test oracles. The tester also has the option to navigate to
particular test cases fromWEBVIZOR's navigation frame.
All test cases in the test suite are listed in the navigation
frame. If WEBVIZOR is invoked with a large test suite,
WEBVIZOR automatically places the test cases into a hi-
erarchy of folders such that there are never more than 15
subfolders in a folder. The folder hierarchy greatly reduces
the time for the tester to �nd and jump to a speci�c test case
or response from the navigation frame.

2.2.4 Viewing Detailed Test Case Information

To analyze why a web application generated certain re-
sponses, testers may wish to view the test case input, i.e.,
the original HTTP request and its data. When viewing a re-
sponse from a test case, a tester can choose to view all of
the detailed requests that comprise the test case in another
pane. To further utilize the detailed request pane,WEB-
VIZOR allows the tester to click on any of the displayed
detailed requests and jump to the corresponding response in
the test suite.

2.2.5 Viewing Oracle Comparator Results

Viewing rendered and source-code forms of an HTML re-
sponse can be an inef�cient way to analyze symptoms of
possible faults between expected and actual responses; thus,
an essential part of our tool is the ability to view pairs of
HTML responses after they have been analyzed by various
test oracles. Our current oracles �rst apply a �lter on the
HTML source and then look for differences in the �ltered
sources. When a user navigates to a pair of actual and ex-
pected responses,WEBVIZOR automatically executes each
test oracle comparator. A user can view the results of an
oracle comparator by selecting the appropriate oracle but-
ton. WEBVIZOR displays each response's �ltered results
for the selected oracle and highlights the differences be-
tween them. The oracle-selection buttons are themselves
highlighted if the oracle comparator detects differences in
the responses. The tester can then select which oracle re-
sults they would like to view to determine if the detected
fault is truly a fault or simply a false positive. None of the

oracles we have implemented can automatically make this
distinction themselves; thus by viewing a combination of
oracle results inWEBVIZOR, the tester may be able to de-
termine if a real fault exists.

2.3 Implementation

WEBVIZOR is a web application that executes entirely
on the local machine. We implementedWEBVIZOR as two
modules: a user-friendly GUI frontend and a modular back-
end that provides the functionality and framework to plug
in new test oracles. The GUI frontend is built using JSPs
and HTML and communicates with the Java servlet back-
end. Test oracles are executed from the Java backend and
are written in either Perl or Java. Shell scripts gather infor-
mation from oracles about possible faults; this information
is then used to generate a fault detection report [9]. We de-
velopedWEBVIZOR on Linux and deployed it on both the
Resin and Tomcat web application servers.

WEBVIZOR has several application con�guration �les.
An oracle con�guration �le allows the user to select the set
of oracles to execute. Currently, four basic test oracles have
been integrated intoWEBVIZOR [9]. The execution of all
oracles on a HTML response is completely automated and
occurs dynamically when usingWEBVIZOR. Integrating
a new Perl or Java-based oracle intoWEBVIZOR requires
adding one line to the oracle con�guration �le. This will
not, however, integrate the new oracle into the fault detec-
tion report. Since the fault detection report is dependent on
a �le that must be generated in advance, (minor) steps must
be taken to integrate any new oracle into the pre-process
and to include the new results in the generation of the fault
detection report.

WEBVIZOR has some constraints. For example,WE-
BVIZOR assumes that responses are named lexicographi-
cally in request order (e.g., our testing framework names
the responses in order 0001.req, 0002.req, ...). Depending
on the saved HTML source,WEBVIZOR may not exactly
duplicate what a user sees because it may not reference the
displayed page's images or style sheets. For example, if
the source uses relative (rather than absolute) links to exter-
nal resources,WEBVIZOR does not store those resources
locally and therefore can not display them. Even without
style sheet information, the tester is able to effectively ana-
lyze possible faults (other than style-related ones) detected
via oracle comparator results.

2.4 Usability

We have performed an initial evaluation of the usabil-
ity of WEBVIZOR on two web applications and their test
suites. Table 1 describes the characteristics of the test suites
and test results sets for the Masplas and DSpace [5] appli-
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Application Characteristics WEBVIZOR Response Times
App Description # Test Total Avg Reqs Avg Response Usage Init Open Next Next

Cases Requests per Test Case Size Browse Test Case Request
Masplas Conference Registration 169 1,107 6.6 5.3KB Single 1 sec 1 sec 1 sec 1 sec

& Management Dual 5 sec 1 sec 4 sec 4 sec
DSpace Digital Publications 1,800 22,129 12.2 10KB Single 5-15 sec 1 sec 1 sec 1 sec

Library Dual 22 sec 2 sec 5 sec 4 sec

Table 1. Response Time for Various Features

cations. While we plan to perform a user study, we have
estimated usability in terms of the response time forWE-
BVIZOR to perform various user actions on behalf of the
tester and ease of navigating through test suites.

We measured the time to initializeWEBVIZOR after the
user enters the locations of the expected and actual results
(Init ), to open the optional navigation sidebar frame (Open
Browse), to navigate to the next test case (Next Test Case),
and to navigate to the next request (Next Request). We
measured each of these actions in bothSingleand compari-
son (Dual) view. Table 1 presents our results. In our experi-
ence, we foundWEBVIZOR's response time to be quite rea-
sonable for each of these actions during normal use. Most
features required only a few seconds to execute. Initializa-
tion time highly depends on the size of the test suite, when
WEBVIZOR generates the HTML code used for the navi-
gation sidebar. The increase in execution time between the
single and dual mode is caused by rendering two HTML
pages and executing four oracles. Additionally, the execu-
tion time between requests and test cases could be signif-
icantly decreased by executing the oracles beforehand, not
as part ofWEBVIZOR's use, with a tradeoff in storage.

The most versatile feature is the test suite navigation
frame, which allows the user to jump to any response in
the test suite. To manage potentially large test suites, test
cases within the test suite navigation frame are grouped into
a hierarchy of folders. When runningWEBVIZOR for the
DSpace test suite of 1,800 test cases, it never took more than
�ve mouse clicks to navigate to a given response.

3 Related Work

Open-source and commercial HTML Diff Visualization
tools are available online, including those surveyed by Rick
McGowan [11]. However, these tools have the same disad-
vantages as ourdiff oracle described in [9] and show ev-
ery minute difference between responses, which may not be
relevant differences.WEBVIZOR provides additional func-
tionality customized to web application testers, such as the
ability to navigate the responses to a test suite and to view
both the rendered and HTML source as well as compare the
results of several customized oracles.

4 Summary and Future Work

We have described a new tool,WEBVIZOR, for visu-
alizing and comparatively analyzing test results from web
applications.WEBVIZOR is mature: we have already used
WEBVIZOR successfully to compare test results from four
different oracles on deployed web applications with moder-
ately sized test suites. Our future work includes increasing
WEBVIZOR's portability on various platforms, adding fea-
tures to improve visualization and usability, and usingWE-
BVIZOR to direct development of improved test oracles for
web applications.WEBVIZOR is available fromhttp:
//www.cis.udel.edu/ � hiper/webvizor .
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A Demonstrating WEBVIZOR

We will demonstrate the use ofWEBVIZOR through the
eyes of Terry, a web application tester who wants to perform
a regression test on her digital publications library applica-
tion. The application enables users to search and sort the
publications library and allows authorized users to upload
new documents into the library. Terry needs to verify that
new user functionality did not adversely affect the behavior
of the original code.

Terry created a large, comprehensive regression test suite
and executed the test suite on both the previous version of
the application (which is assumed to be correct) and the ver-
sion to be tested. A test suite is a set of test cases, where
each test case is a sequence of HTTP requests. The results
of the two test suite executions are the saved responses—
typically HTML documents—to each HTTP request. The
results of Terry's automated scripts showed that there are
several test cases where the expected and actual responses
did not match. She needs to investigate those test cases that
may have revealed a fault and determine if the differences
indicate a true fault.

Traditionally, Terry would use two web browsers to open
the responses that showed differences. She could then put
the browsers side by side so that she could inspect the pages.
She could use the browser's functionality to view the HTML
source of each page and inspect the pages' sources for dif-
ferences. She could use a tool like Unixdiff or cus-
tomized oracle scripts to help her identify the differences;
depending on their implementations, the oracles may not
show the differences in context. If Terry then wanted to
look at a sequence of requests that yielded different results,
she would have to open each subsequent response in each
browser and repeat the process of viewing the source and
using the oracle. To help identify the cause of the fault,
Terry must look at the test case and the sequence of requests
that caused the different behaviors. The manual process is
arduous and time-consuming, especially when she must in-
spect many responses that may indicate a fault.

Luckily, Terry has WEBVIZOR, a tool that helps a
user view test responses, visualize differences between re-
sponses, and quickly navigate responses. First, Terry nav-
igates toWEBVIZOR in a web browser. The �rst page al-
lows users to start up the application in “single” or “compar-
ison” view. Since Terry wants to compare responses, she en-
ters the locations of the test suite and the responses into the
second set of input �elds, as shown in Figure 1, and clicks
View Results . WEBVIZOR starts up and shows the �rst
test case's �rst response from each version of the applica-
tion in the browser “rendered” view, as shown in Figure 2.
The rendered web page on the left is the expected result
(from the previous version of the application) and the ren-
dered web page on the right is the actual result (from the

current version). At the top of the page,WEBVIZOR dis-
plays the current test case, HTTP request, and view so that
Terry always knows where she is in the test suite.

The buttons in the top left represent different “views”
that the user can choose. Except for the default “Rendered”
view, each view also represents an “oracle”. If the oracle de-
tects a difference between the responses, its button is high-
lighted. When a user selects a view,WEBVIZOR displays
the pages in the chosen view and highlights the differences
between the pages.

The buttons in the top right allow the user to view the
fault detection report, start a new session, or quit. The
Sticky View option allows the user to set the current view
as the default view. For now, Terry prefers the rendered
HTML view because that is what the digital publications
library user views.

The buttons near the top center of the page allow the user
to navigate between responses. Terry uses the single arrow
to view the test suite's responses in order and the double
arrows to view the responses to the previous and next test
cases. She clicks the arrow for the next response a few times
to make sure that the test suite executed properly and the
pages look as she expected.

Since Terry wants to investigate the symptoms of possi-
ble faults, she views the fault detection report by pressing
theReport button in the top right corner. As shown in Fig-
ure 3, the report summarizes the fault detection results for
each oracle for the whole suite and for each test case. By
selecting the test case folder, Terry can view the oracle re-
sults for each request in the test case. By selecting the fault
detection result for a given request and oracle, she can view
the responses and their differences with the selected oracle
in WEBVIZOR's main window.

Because Terry wants to quickly navigate to the test cases
of interest (i.e., the test cases that yielded different re-
sponses between the two versions of the application), Terry
clicks Browse Test Suite , which opens a sidebar with a
hierarchy of test cases that are represented as folder icons.
Figure 4 shows an example of Terry navigating the test
suite. Terry can also use this navigation feature to view
all responses to the registration requests, for example, be-
cause she knows that the registration page's functionality
may have been affected by the changes to the user code.

Terry navigates to test case 2154 because her fault re-
port said that the test case revealed differences in the re-
sponses. The rendered view may not give the tester all the
information about the differences between the pages. For
example, the underlying HTML source may have changed
but does not affect how the browser renders the page, or
the HTML source may help Terry identify the source of the
problem. Terry can select theHTML Source view to view
the HTML source code of each page and the differences
between the source. The source view, with the differences
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between the responses highlighted, is shown in Figure 4.
The source view may be dif�cult for a tester to interpret

because the HTML source contains both content and dis-
play data. Terry may want to isolate the HTML tags from
the text that is enclosed between HTML tags.WEBVIZOR

provides theHTML Tags andText Content views to �l-
ter the HTML source and help the user identify the cause
of differences. In this case, Terry chooses theText Con-
tent view because the oracle, represented as a highlighted
button, found differences, while the HTML Tags oracle did
not. Figure 5 shows theText Content view for the same
request. Terry inspects the differences �agged by theHTML
Source andText Content views and quickly determines
that the differences are false positives: the differences are
not caused by a fault—the publications simply printed in a
different order and the order does not matter for her appli-
cation.

After Terry determines that none of the highlighted dif-
ferences in the responses to test case 2154 indicates a fault,
she navigates to the fourteenth request of test case 0249
because all three oracles noted differences between its re-
sponses. From the rendered view, she immediately sees that
the request evoked very different responses. To understand
the page's context, Terry clicksBrowse Test Case , which
opens a panel containing the test case's HTTP requests (in-
cluding the GET and POST data), as shown in Figure 6.
She can click on any of the requests to jump immediately to
the selected request's responses. Terry can easily examine
the problematic fourteenth request and the previous requests
and their responses to understand what the user did that may
have triggered the alternative behavior and can report this
information to the developers.

After Terry reviews the fault detection report and all sus-
picious responses, she creates a summary of the responses
that exhibit faulty behavior and their associated requeststo
submit to the application developers. Because of Terry's
ef�ciency and accuracy in identifying symptoms of faults,
developers can address the faulty behavior and provide ad-
ditional functionality to their users more quickly. Terry's
appreciative bosses award her a hefty bonus and promotion
to Lead Tester. And, she owes it all toWEBVIZOR.

B Screen Shots

The following appendix contains example screen shots
during use of the tool to illustrate our demo.
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Figure 1. Initializing WEBVIZOR with test suite and test suite results locations

Figure 2. Viewing the �rst test case's expected and actual re sults in WEBVIZOR's Comparison Mode
using the “Rendered” view. None of the oracles detected diff erences between these responses.
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Figure 3. Viewing the Fault Detection Report, which summari zes the fault detection results for the
suite and for each test case per oracle

Figure 4. Navigating the test suite and viewing the test suit e results in “HTML Source” view. Both
“HTML Source” and “Text Content” oracles detect possible fa ults. The differences between the
responses' HTML sources are highlighted.
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Figure 5. The same responses as in Figure 4 but in “Text Conten t” view. The differences between
the responses' text contents are highlighted.

Figure 6. Comparing the suspicious results in context with t he test case's requests and associated
data
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