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Abstract component with each test case, and then verifying that the

program behaves as expected. One challenge for security

The use of insecure programming practices has led to atesting is that traditional software testing techniquesite
large number of vulnerable programs that can be exploited to focus on common cases, i.e., those cases likely to be en-
for malicious purposes. These vulnerabilities are oftéh di  countered by users. Security vulnerabilities, howeve$o
ficult to find during traditional software testing. Inresg@n  on the uncommon cases for which there are very few test
to these difficulties, variougrogram-based securitpech- cases. In response to these difficulties, various mechanism
anisms have been proposed to help protect potentially vul-have been proposed that attempt to detect and prevent an
nerable programs. Testing these security mechanisms, howexploit from succeeding during program execution.

ever, also can be difficult and is currently rather adhoc. In this paper, we focus otesting the security mecha-

In this paper, we describe the design, implementation, nismghat have been implemented to protect against the ex-
and evaluation of an attack simulator that enables the sys- ploitation of program vulnerabilities. Testing of thesetse

tematic and semi-automatic testing and evaluation of the i, mechanisms can be difficult and tedious, which leads to
effectiveness of current and future security mechanisms by, yered levels of confidence in the reliability of the mech-

automatically providing numerous contexts for testing the ynigm jtself. The typical process is to first find a program
reliability of the mechanisms. Capable ofautomaticall-Cr \yith a known vulnerability and exploit, and then compile

ating attacks on running programs by dynamically adding e nrogram with the security mechanism in place. The vul-
code (but not modifying existing code), the attack simula- e apility is then exploited to determine whether the mecha

tor can run in different modes and simulate attacks at var- nism can correctly detect the attack. Essentially, theaipl
ious program points systematically. Through a case study,pecomes one test case for testing the mechanism. This ap-

we demonstrate how our tool can be used to test two well- 440 is not systematic, as one would normally like to test

known security mechanisms for stack smashing attacks in, yige variety of programs, as well as test numerous differ-
several different testing modes. ent potential attack points in each program. Gathering many

programs with known exploits can be difficult because, as

noted in [12], security organizations often refuse to redea
1. Introduction and Motivation exploits, and the source code for vulnerable versions of a

program are often removed to avoid accidental use.

The use of insecure programming practices has led to a Assuming the lack of testable programs could be over-
large number of vulnerable programs that can be exploitedcome, the issue of performing systematic testing of the se-
in harmful ways with a variety of attacks [1, 2, 11, 20, 29]. curity mechanisms on the available vulnerable programs re-
Detecting these vulnerabilities during the software tggti  mains. The current testing process for security mechanisms
phase can be notoriously difficult as the required knowl- focuses on the one or two functions that a known exploit
edge, time and other resources can be expensive. The goabuses, ignoring other possible attack points in the progra
of traditional correctness-based software testing is pos& If a flaw in the mechanism exists that causes protection to
faults in the component under test to increase confidencebe unavailable at some potential attack points, that flaw can
in the correctness of the code. Software testing is usuallygo unnoticed and lead to a false sense of confidence in the
performed by generating a set of test cases, executing thenechanism.



name #I“”fs in tf”“”hcs i”k # ftl‘ln‘és #f?ﬁfsd gram under test” in our system is the protection mechanism
. acd prog| benchmark] cared | expote itself. A test case in our system is a tuple consisting of
sendmail (s2) 357 5 5 2 . . . . -

a compiled prograni with the protection mechanism in

sendmail (s4) 393 3 3 1 .
sendmail (s5) 672 3 3 1 place and input to the prograb Inputs used as test cases
bind (b3) 258 3 3 1 for programP are selected from the normal test suite for
bind (b4) 258 6 6 1 P to ensure proper coverage of the potential attack points
m:ggg gg igg 2 2 i for which the protection mechanism is being tested. Thus,
any test case that would normally be used for testing the
Table 1. Motivating the need for systematic programP for correctness can be used; the simulator will
testing of mechanisms simply insert attacks at different points and examine how

the security mechanism reacts. For example, in the case

of stack smashing attacks, protection mechanisms such as

ProPolice [14] and RAD [10] could be tested by simulating

As an example, consider Table 1 which shows a sub-the effects of a stack smashing attack on each function call
set of benchmarks which have been used in buffer over-executed in the prograi and selecting a test suite fér
flow studies [30]. The benchmarks are smaller versionsthat covers all function callsites B
of applications that have a documented history of vulner- ~ Our previous paper [4] described the overall design of
abilities. The benchmarks have just enough of the original the framework for systematic testing in which the attack
programs to showcase one vulnerability. In all cases, thesimulator works. This paper makes several contributions
number of functions that are affected by a given exploit is beyond our previous work, namely describing the details of
a small percentage of the total number of functions in the the attack simulator design, implementation, and evajoati
actual program. For example, only 2 functions contain an within the context of the framework. In addition, we present
exploit to be used for testing a security mechanism in the & case study demonstrating the testing of two well-known
sendmai | benchmark, while there are 672 functions in security mechanisms for stack smashing.
the wholesendnai | application. Manually inserting vul- The key insight of our approach is the use of a dynamic
nerabilities in a large number of functions for testing more compiler for simulating attacks to systematicgtiypgram-
potential contexts for exploits would be tedious and error based protection mechanismSur approach enables more
prone. Testing a security mechanism only against thesesSystematic testing as different test scenarios, (e.derdift
known exploits would mean that a large percentage of thecalling contexts, functions with different numbers/typés
possible attack points and different contexts are not @aker parameters) can be covered. This raises tester’s confidence
Covering only a small percentage of the possible attack that th_e the s_ecurit)_/ mechanism s reliable and ope_rates cor

contexts means faults can go undetected. Consider a simt€ctly in a wide variety of contexts. We currently view our
ple mechanism that places a canary value around all charf€chnique as being used primarily by developers of new se-
acter arrays, and then checks the canary values at the enfurity mechanisms. In the future, our approach could be
of a function execution to ensure that no overflow occurred. intégrated into the general software development process.
This protection mechanism could easily be implemented in ~ The rest of this paper is organized as follows. Sec-

a source to source translator. If this mechanism is testedion 2 describes the design of the attack simulator. Sec-
at only a few attack points (i.e., function call contexth t tion 3 demonstrates how the attack simulator can be used

effects of a compiler realigning local variables could eas- 10 test actual security mechanisms, the evaluation of which
ily go unnoticed, and the incorrect operation of the protec- aPPears in section 4.. Section 5_descr|bes related work and
tion mechanism would go undetected, giving the tester falseS€ction 6 wraps up with conclusions and future work.
confidence in the reliability of the protection mechanism.

These considerations motivate the need for a testing tool2. Automated Attack Simulation
that enables a morgystematicapproach to testing protec-
tion mechanisms foprogram-basedttacks without having ~ 2.1. Overall Design
to obtain (or manually create) vulnerable programs. In this
paper, program-based attack refers to attacks that are mali  The key insight behind the design of our attack simulator
ciously initiated on a program as input. Examples include is that attacks against a running program can be simulated
stack smashing [1], attacks on function pointers [11], etc. by adding machine instructioristo the program itself. At

In this paper, we describe the design, implementation no point are the instructions of the program itself modified.
and evaluation of an attack simulator capable of automat-The inserted code does not depend on system or library re-
ically creating attacks on running programsdynamically sources. Our technique ensures that no functionality of the
adding coddbut not modifying existing code). The “pro- original program is removed or modified. This includes any



security mechanism added by the compiler. This capabil- ual manipulation of programs. Consumers benefit from in-
ity is provided by dynamic compilers, such as DynamoRIO creased reliability of the security mechanisms throughemor
[5], Strata [24], and DynInst [7]. thorough testing.

Generally, a dynamic compiler takes, as input, a com- We have established several requirements for the au-
piled program and allows modifications or analysis of that tomated attack simulator (and the framework that encom-
program during runtime. The ability to modify code as passes the simulator) [4]. These requirements include:
the program executes enables an analysis or transformation
module to take advantage of runtime information and react
to changing environments. Most dynamic compilers allow
the user to write their own modules to perform the analysis
and modification. Our attack simulator is designed as one

of these modules. 2. Systematic testing The simulator must be able to in-
sert attacks at any appropriate point (i.e., providing
Dynamic Compiler different contexts) in the program. Furthermore, the
Program 5/ Pogamui Crone Basc Bk € simulator must be able to handle different modes of at-
i [ st/ tacks. This allows for more thorough and systematic
testing of program-based security mechanisms.

1. Generality— The simulator should be able to support
a variety of source languages, different kinds of vul-
nerabilities and must be able to test a wide variety of
program-based security mechanisms.

Attack Simulator 3
Yes

. Automatic— A tester only needs to specify the kinds
Should No
Attack? of attacks that should be attempted and have the op-
tion of specifying the program points to be attacked.
A4 \ 4 After that, the simulator should perform all of its tasks
Insert Attack 3| Execute Basic || automatically without the need for user intervention.

Block on CPU

4. Robustness- The simulator should accurately re-
port the effectiveness of the security mechanism with-

Figure 1. Attack Simulator Overview out generating false positives (e.g., reporting that the
mechanism under test successfully protected the pro-
Figure 1 shows a general overview of how a dynamic gram where it actually did not).

compiler and our attack simulator work together. The dy- 5
namic compiler uses a program compiled with the security
mechanism as input (the program itself will typically have
its own input as well). The dynamic compiler then enters a
loop where it constructs sequences of machine instructions Some of these requirements are easily satisfied by us-
that would execute contiguously (i.e., basic blocks). The ing dynamic compilers. Since the input to a dynamic com-
basic blocks are then given to our attack simulator which piler is a compiled binary, the source language is largely
decides if an attack should be inserted into the block. If irrelevant (except for some minor details such as the layout
the simulator decides not to create the attack, the block isof function parameters), which helps satisfy tfenerality
given back to the dynamic compiler without modification. requirement. Automationis achieved in a straightforward
If an attack should be generated, the simulator adds the apmanner through the implementation of the attack simula-
propriate instructions to the block and gives the block back tor itself. Overheadis incurred through using a dynamic
to the dynamic compiler. The block is then given to the compiler as well as the simulator itself. However, most dy-
CPU for native execution. Once the CPU has executed thenamic compilers have techniques to decrease their overall
block, control goes back to the dynamic compiler, and the overhead. This places most of the burden of reasonable
process repeats. More details about the construction of dy-overhead on the attack simulator itself. Overhead, identi-
namic compilers can be found in [6, 17]. fying all appropriate attack points for testing in diffeten
By basing the attack simulator on a dynamic compiler contexts §ystematic testingand establishing the effective-
which can manipulate any program at runtime, we can en-ness of various mechanisnmsljustnespgwill be discussed
able systematic testing of program-based security mechaand evaluated in Section 4.
nisms on a broad range of applications without restricting
the testing to a small set of applications that contain a few 2.2. Testing with the Attack Simulator
known exploits. Attacks can be generated on a program
without having to craft exploits by hand. Testers benefit  During the testing process, a program is selected to be
from increased testing coverage without the tedious man-attacked by our simulator. The program need not contain an

. Low overhead- The simulator must have reasonable
overhead, in terms of both space and time, to be con-
sidered practical.



actual vulnerability. The program, along with the protec- 3. Case Study: Testing Stack-Smashing Protec-
tion mechanism, is then executed under the dynamic com-  tion Mechanisms
piler with the attack simulator loaded. The test cases used

with the program are selected from the normal test suite |, this section, we demonstrate the concepts presented in
to ensure proper coverage of the attack points to be usedsection 2 with a particular attack, stack smashing, and how

in testing the mechanism under test (e.g., that all calssite some mechanisms used to detect and prevent the attack can
where a protection mechanism for stack smashing shouldye tested. We chose stack smashing as it is a well under-
be tested are covered. During execution, the attack simula<iqog put still prevalent form of attack [9].

tor examines the basic blocks it is given and inserts attacks
appropriately. The decision to insert an attack is detegchin

by the characteristics of the mechanism being tested. If the
mechanism being tested detects the attack, the mechanism Stack smashing is one form of a buffer overflow attack,

performs its des_ign:_;lted actions, which will usuaII_y result where an attacker gives more data to a program than its in-
in program termination. The fact that the mechanism SUc-yo 5| huffers can store. The result is that the program-inad

cessfully detected the gttack_ is noted as part of the testing\/er,[(,;mﬂy writes past the end of the buffer. In stack smash-
process. If the mechanism fails to detect the attack, the pro ing, the buffers targeted by the attack are declared local to

gram will, by default, be terminated and the tester is natifie 5 tnction. Space for locally allocated function varialites

of the failure. allocated by the compiler on the call stack as part ottt
vation record AR) of the function. Also included in the AR
are the parameters passed to the function andghen ad-
dressi.e., where program control should go when the func-
tion is finished. By overflowing the buffer, it is possible to
trick the program into executing arbitrary code. There are
many tutorials [1, 13] that provide canned implementations
The default behavior of many security mechanisms is to of this kind of attack.
terminate the program early since, if an attack occurredl, th ~ As an example, consider Figure 2 which shows the be-
program is likely to be in an unknown state. In some in- ginning of a function code along with the associated activa-
stances, however, the attack simulator knows exactly whattion record. By convention, call stacks “grow down” (i.e.,
damage was done and can recover from the attack by unihe next AR pushed is at a lower address than the previous
doing that damage. Thus, during our testing process, it isAR). When functiorf oobar is called, the caller pushes the
sometimes possible to recover from attacks and to continueParameters from right to left, onto the stacfollowed by
testing on the same attacked program execution. Obviouslythe return address. The next item pushed is the saved frame

recovery cannot occur if the attack inserted by the simulato pointer (fp). The frame pointer is used to determine offsets
modifies any program data. to function parameters and local variables. The saved fp is
) o ) ) the caller’s frame pointer. The callee will create its own fp
Recovery during testing is desirable as it enables more,g nart of the function initialization. Finally, the furoti

thorough testing of the mechanism with less executions of )gcates space for the locally defined variables, in thigca
the program, thus saving on testing time. The simulator cang 5 cnaracter arralguf 1, an integez, and a 20 character
continue inserting attacks, recovering from each of them, arraybuf 2.

and allowing the program to continue executing and testing Accessing the locationdouf 2 [0] through buf 2

the security mechanism at additional attack points. [ 19] would be legitimate as there is space allocated on the

However, in some cases, it may be necessary to mod-Stack. However, accessibgif [ 20] is not legitimate and
ify slightly the mechanism being tested to enable recovery Causes a bounds error. C does not check array bounds, how-
during testing. For example, if the mechanism detects an€Vver, SO the access is permitted. The actual value used will
attack and calls one of its routines that terminates the pro-P€ 20 bytes (20 'si zeof (char)) away frombuf 2
gram, it would be necessary to modify that routine so the [ 0] - This address references the first bytezofA value
program does not abruptly exit. In this case, it still wouéd b Written intobuf 2 [ 20] will overwrite the first byte otz
noted that the mechanism detected the attack during testingc@using mysterious errors. This is an example of a buffer
Any such modification must be made carefully to avoid un- Overflow. . o
intended consequences, such as introducing possible false BY continuing to overwrite, we can write into any of the
negatives or false positives. The extent of the modification Variables that are aboweuf 2. In particular, we can get
should be to avoid abrupt program termination or modifica-  ithis is the standard C calling convention. Other languagesh as
tion of program state. Pascal and Fortran push parameters left to right.

3.1. Overview of Stack Smashing

2.3. Enabling Recovery for Test Efficiency




caller AR
int foobar (int a, int b, int c)
{ c
char bufl [5]; b
int z;
char buf2 [20]; a
. ret. addr
} saved fp g
o
buf 1 [4] °
buf 1 [0] 5
14
z <
Cal | stack grows "down" v buf2 [19]
buf2 [0] \L

Figure 2. Example activation record

3.3. Possible Testing Contexts

To use our attack simulator to test the ProPolice and
RAD mechanisms, the simulator needs to insert code that
simulates the behavior of a stack smashing attack. Stack
smashing modifies the return address stored in the AR. A
successful attack is executed when the function returns. As
such, each function execution becomes a potential point of
attack. Each function execution provides a different pos-
sible context for testing the protection mechanism because
the AR can change from one call to the next. When a func-
tion is called, the attack simulator can insert instrucdion
into the function code to simulate an attack at that call.

By default, the attack simulator will insert attacks intb al
of a program’s call sites executed during the test input.runs

This would include functions that may not necessarily have

the the second byte af by writing tobuf 2 [ 21] ; buf 2

[ 24] givesushuf 1 [ 0], and so on. Clearly we can place
arbitrary values inta and alsdouf 1. However, there is no
reason to stop with overwritinguf 1. Data can still be
written beyondbuf 1 and into the saved fp and, finally, the
return address. By modifying the return address, an attacke

can cause program control to jump to an arbitrary point and 3.4

execute instructions whefnoobar returns. Typically, the
input used to overflow the buffer includes code to spawn a

any potential security vulnerability. If static analysil]

25, 27] determines that some functions are not vulnerable,
then they need not be protected, and the attack simulator
can use this static information to avoid inserting attadks a
those program points during execution.

. Modes of Attack Simulation

Since modifying the return address is the ultimate goal,

shell process (“shell code”). The return address is modified there are three different ways we can simulate an attack.

to point to the shell code, which is stored on the stack an
gets executed when the function returns.

gEach has different tradeoffs and requires slightly differe
implementation. We designed and implemented three dif-

ferent modes of attack calladirect, tailored and random
overflow

3.2. Security Mechanisms Under Test

The basic idea of stack smashing is to overflow a buffer
in a function to gain access to the return address. Every-
thing between the start of the buffer and the return address
is overwritten. Mechanisms, such as ProPolice and RAD,
have been proposed to identify this anomalous behavior.

ProPolice [14] is a modification of the StackGuard [12]
mechanism. Both mechanisms insert a canary value into the
activation record of a function such that the canary value
will be overwritten by any stack smashing attack. The ca-
nary can then be checked before a function return to ver-
ify that the canary was not modified. It is assumed that if
the canary is unchanged, then the return address is also un-
changed and is safe to use. ProPolice goes a step further
by rearranging the activation record format for a function
so that all buffers are above other variables. This prevents
an attack where a buffer could be overflowed to modify a
local pointer, but not reach the canary value. The modified
pointer then could be used to modify the return address [8].

RAD [10] stores copies of the return address of a func-
tion in a special stack. When a function returns, its return
address is compared against the address on top of the spe-
cial stack. If they differ, then an attack has occurred.

1. Direct attack. In this mode, the generated attacks di-

rectly modify the return address of the function with-
out modifying any other data in the activation record.
This is easily accomplished by inserting instructions
immediately after the call instruction in the callee to
modify its return address on the stack. We can set the
return address to any location that we choose, which
can help with recovery (see below).

The result of the direct attack is identical to the final
result of stack smashing (and many other attacks) since
the return address is modified. The direct attack does
not exactly simulate an attack, but is still useful for
testing.

2. Tailored attack. Some protection mechanisms rely

upon the general characteristics of buffer overflows

rather than the final result to detect attacks, e.g., ProPo-
lice places a canary value in the AR and checks this

values for any modification. To test such mechanisms,

the attack simulator has to tailor the attacks to the pro-

tection mechanism’s mode of operation.

In this mode, the attack simulator again modifies the
return address in the callee code just after the call is



made. However, in addition to modifying the return 3.6. Expected Testing Results

address, the tailored attack also modifies any other data

needed to trigger the protection mechanism. No other We would expect the ProPolice mechanism to discover
data in the AR is modified. This attack is tailored to a all randomized overflow attacks and the tailored attacks. We
particular mechanism since the simulator requires ex- would not expect ProPolice to detect the direct attackssinc
act knowledge of the mechanism. In our case study, the canary value would be unchanged. RAD should be able
we only need a tailored attack simulator for the ProPo- to detect the direct attacks and the randomized overflow at-
lice mechanism, since RAD only checks the return ad- tacks in all attack contexts.

dresses. For testing ProPolice, the tailored attack over-

writes this canary with a random value. 3.7. Simulating Other Attacks

3. Random overflow. In this mode, the simulator g_t- In this paper, we focus on stack smashing to demonstrate
tempts to create an actual buffer overflow by writing ¢ \jlity of the attack simulator. Other attacks are ploissi
random numbers into a given buffer. The selected 5,4 \york is currently progressing in implementing them.
buffers are those used in potentially vuInerabIt_a library o, example, attacks on function pointers [11] can also be
calls, such aget s orst r cpy, thatare susceptible to simulated. Indirect calls are typically performed by loagli
buffer ovgrflows. The random overflow approach most the function address into a register and then issuing arcall i
closely simulates a real buffer overflow. struction using that register. The attack simulator cam sca

the code to find an indirect function call and note the registe

being used. The simulator can then find the load instruction

. ) . that places the value into the register. The load instractio
In the direct and tailored modes of operation, the attackgives the location of the function pointer. A new instruc-

simulator does not damage the data of the program. Onlyjjo can be added just before the load to place a new value
the return address, and other canary values are modified. A5 the function pointer. This effectively simulates an at

such, it is possible to recover from the attack to continue 5 that replaces the contents of the function pointecein

testing the protection mechanism with the same attackedsnion pointers are used in various contexts throughout a
program execution in both of these modes. However, recov-nrqqram, our attack simulator enables the protection mech-

ery is not possible from an random overflow attack since it 4pigms for vulnerabilities related to function pointer gsa

modifies program data, leaving the program in an unknown, e tested in these various contexts without testers bavin

state. _ _ _ to manually manipulate the code to create these attacks.
For direct and tailored modes, recovery is straightfor-

ward. When attacking functiofy, the return address is first
saved by the attack simulator on a stack it maintains. The
return address of is then replaced with the address of a ) ]
special function which is not executed normally by the pro- Ve performed an evaluation of the attack simulator by
gram. If the security mechanism under test successfully de-USINg it to generate stack smashing attacks for ProPolide an
termines that an attack has taken place, the mechanism wilRAD- We have focused our evaluation of the attack simula-
perform its actions. If the attack is not detected, then when {07 0N several questions with respect to our requirements as

¥ returns, the special function is executed. In both cases,discussed in Section 2.1.

the result is recorded and instructions can be added during 1. systematic Testing - How effective is the attack simu-

the execution to restore the correct return address from the lator at providing systematic testing of a given security
attack simulator’s stack and the program is allowed to con- mechanism?

tinue as if no attack had occurred at that point. This process

may require a slight modification to the protection mecha- 2. Robustness - How reliable is the attack simulator in
nism to avoid it terminating the program. reporting accurate test results for the different security

Recovery allows more efficient testing of the protection mechanisms being tested?

mechanism since the program can continue normal execu-
tion after each attack. All the functions protected by the
mechanism can be tested with only one execution of the
program and one test case that covers all of the attack points With regard to Question 1, the effectiveness of the attack
(if available). Systematic testing without the recoverg-pr  simulator in providing systematic testing is determined by
cedure would require executing the program once for eachhow well it can identify potential attack points (i.e., con-
function protected by the mechanism, which will require texts) and provide the tester with different options fot-tes
more testing time. ing. For the direct and tailored modes, the attack simulator

3.5. Recovering from Attacks

4. Experimental Study

3. Overhead - Is it practical to use the automatic attack
simulator during the testing cycle?



should be able to identify and attack all functions that were within DynamoRIO. Performing both the mechanism and
protected by the mechanism. For the randomized bufferrecovery within DynamoRIO could have compromised the
overflow mode, the attack simulator should be able to iden- validity of the mechanism.
tify and overflow the appropriate buffers. We executed several medium-sized applications to deter-
For Question 2, the robustness of systematic testingmine the effectiveness of the attack simulator in testireg th
based on the attack simulator is determined by using thesecurity mechanisms. The applications and their character
attack simulator to test the security mechanisms and com-istics are listed in Table 2. The simple benchmarks used
paring how well the security mechanism identifies the auto- in the introduction were too small to be of use in our ex-
matically generated attacks. perimental study. We chose two example mechanisms to
The testing cost of using the attack simulator (Ques- test — ProPolice and RAD. We used the implementation of
tion 3) can be answered by taking measures of the timeProPolice found in GCC 4.1. We implemented RAD as a
and space requirements of the simulator in different modesDynamoRIO module. There is no interference between the
while actually systematically testing a given mechanism. RAD module and the attack simulator. The applications
Ideally, the attack simulator in each mode would add very were compiled with the different security mechanisms in

little overhead. place and then executed under DynamoRIO with each of
the modules for the different modes of the attack simula-
4.1. Setup tor loaded. The programs were executed using typical test

cases that would normally be used for testing the program.
The test cases do not attempt to exploit any vulnerability.
This helps demonstrate the utility of our attack simulator

since it enables testing of security mechanisms without firs

having to find an exploitable program.

For our current implementation, we use DynamoRIO [5]
as the dynamic compiler. Use of DynamoRIO follows very
closely to Figure 1. The user writes a client module that Dy-
namoRIO then loads and calls when particular events occur.
The attack simulator, which is written as a client module of

. . . .~ [ Program | Description | Source LOC] funcs |
DynamoRIO, is called When a basic block is created, which 008.espresso | Boolean function minimizer 9844 T
allows for attacks to be inserted. 026.compress Compression program 1,043 19

We implemented the attack simulator as three separate 130.1i Lisp interpreter 4,888 366
DynamoRIO modules, one for each operating mode — di- |_space ESA ADL Interpreter 6,230 136

rect, tailored, and random overflow. For the direct mode,
the attack simulator inserts instructions immediatelgmaft
the call to an attacked function (and before the AR is set up)
to modify the return address. The ProPolice tailored mode
is implemented similarly with the addition of modifying the
canary value. The randomized buffer overflow simulator is
set up to attack functions that call r cpy.

One difficulty we experienced with the implementations
was determining calls tet r cpy. The code forst r cpy Table 3 shows the data we collected to use in our analy-
is stored in thel i bc system library, so the address for Sis Of the systematic testing capability of the attack sanul
st rcpy cannot be determined until the program is execut- tors” (Question 1). Theumber-of-dynamic-function-calls
ing. Further complicating the problem, DynamoRIO will column contains the total humber of calls to application
stitch together blocks so a call instruction in the shared li functions during execution of the test case. Thenber-
brary may not be seen by the attack simulator. To get aroundof-calls-attackedolumn gives the number of function calls
these issues, we used a wrapper functiorsfor cpy that that occurred during execution and were attacked by the at-
calledst r cpy and then executed three assembly instruc- tack simulator. This number was computed by running the
tions that have no net effect, but which the attack simulator @pplication with the attack simulator, but disabling the ac
could identify by monitoring executed instructions to dete tual insertion of attacks. The attack simulator recorded th
mine that the appropriate call has occurred. This approachnumber of times it would have inserted an attack. This al-
violates our automation requirement since it involves user lowed the data to be collected with one run of the program.
intervention to insert the wrapper call. Future work on the The last two columns provide a sense of the function cov-
attack simulators will provide a better solution. erage of the test case used. The number of static callsites is

We also ran experiments using the recovery mechanism détermined by examining the source code looking for appli-
discussed in Section 3.5. The recovery mechanism was ap¢ation calls. The number of callsites covered is the number
plied to the direct and tailored attack modes for ProPolice. ™ 2y call each mode of the attack simulator an attack simulattire
No recovery was performed for RAD as it was implemented remainder of this paper for brevity.

Table 2. Subject Programs for Testing Secu-
rity Mechanisms

4.2. Data and Analysis




of static callsites that were executed by the program with i calls F’fr 323??52 deggtgd
that test case. The dl_fference between the two columns re- Name attacked |[d ] T
veals how many callsites were not covered by the test case. Space = 5T 35 =
. . _ 026.compress| 5 0 5 5
name # dynamic # calls # ste_1t|c # callsites 008.espresso| 170 0 170 170
func. calls attacked callsites | covered 1301 117 o T 117 117
space 180 179 367 51
026.compress|| 250911 250910 30 8 Table 4. Testing Results
008.espresso|| 1439761 | 1439760 1279 412
1300 1.6 x 109 | 1.6 x 107 944 535

Table 4 shows the effectiveness of the different protec-
tion mechanisms. The RAD mechanism was very effective
Table 3 shows the effectiveness of the attack simula- in detecting the attacks. ProPolice was 100% effective when

tors in enabling systematic testing. The numbers shown arethe attack modified the canary value. However, it offers no
those for ProPolice and are identical for the direct and tai- Protection against the direct attack mode. This would repre
lored attack modes. The simulators were effective in finding Sent the case where an attacker correctly guessed the canary
attack points, having found all but one for each application value or found some way to bypass the canary value en-
In each case, the only function called, but not attacked, wastirely. The chances of that happening in practice may be
mai n. The exact reason for this is unclear but seems to below. It would be up to the users of the mechanism to decide
an artifact of how DynamoRIO handles the startupef n, if that is acceptable.
rather than a flaw in the attack simulator. Since RAD was We ran the randomized buffer overflow attack simulator
implemented as DynamoRIO module, our implementation on the space program, which callstir cpy in 8 of the
of RAD also missed protectingai n. After accounting for executed functions. In all cases the destination buffer was
that, the numbers for RAD would be identical for those in filled with random values and overflowed past its correct
the table. The last 2 columns give function coverage in- Size in an attempt to reach the return address. Both ProPo-
formation for the test case. The coverage is adequate for dice and RAD detected 4 of the attacks. We investigated
single test case, although a tester would certainly want towhy the other 4 attacks were not detected and discovered
execute more test cases to cover other callsites. It is cleathat destination buffers in those attacks were actuallpglo
that the attack simulator is effective in identifying paiah ~ variables. Global variables are not allocated on the stack
points of attacks. and cannot be used for a stack smashing attack, so there
Table 4 shows the test results for the two security mech-is no reason to expect the mechanisms would catch these
anisms against each attack simulator mode (Question 2)attacks. Both mechanisms were effective in detecting the
The name column gives the name of the application used.attacks they should have.
The ProPolice mechanism was tested with the direct and Table 5 shows the costs of using the attack simulators
tailored attack simulator modes. These are abbreviated dduring the testing process. The spatial requirements éor th
and T in the table. RAD was tested with the direct mode. attack simulator is insignificant as space is only required
The number-of-calls-attackecblumn presents the number for the code module, so we focus only on the time needed
of uniquefunction calls attacked. In the currentimplemen- to test the mechanisms. The timing results are reported in
tation the attack simulator inserts an attack into a fumctio seconds. The second column gives the execution time of
when that function is first executed. Without recovery the each program executed normally, i.e., without DynamoRIO
first such attack would terminate the program. Hence therunning the program. The other columns give information
numbers reported here are different than those reported irpn the costs of performing the actual tests of the particular
Table 3. Theattacks-detectedolumns contain the num-  security mechanism. To perform systematic testing, each
ber of attacks the mechanism being tested discovered. Thgrogram was run multiple times, once per executed func-
numbers in this table were computed by instructing the at- tion with the attack simulator inserting attacks againat th
tack simulator to attack one function, running the program, function. The times for each execution were recorded from
and then repeating this process for each function executedvhich an average, minimum and maximum time could be
by the test case. calculated. The last column gives the time needed to test
The mechanisms performed as expected, with ProPolicethe mechanism when recovery is used. This is the time of
being unable to recognize the direct attacks, but perfagmin a singleprogram execution and includes attackaltyfunc-
well for the tailored attacks. Similarly, RAD detected the tion calls as listed in Table 3.

Table 3. Systematic testing with Attack Sim.

direct attacks. All possible attacks were accounted fotsoi  In all cases (excepace), the average time to test 1
is clear that the simulator accurately reported the tesltises ~ function call was less than the time needed to actually exe-
(Question 2). cute the programspace is an extremely short lived pro-



name exec. time | avgtimeto | min/maxtime | #calls | total time time for all
w/out attacks | test 1 call totestlcall | tested | testall calls || calls (w/ recovery)
ProPolice
space (d) 0.004 0.072 0.043/0.090 35 2.54 0.13
space (T) 0.004 0.085 0.052/0.108 35 2.98 0.14
008.espresso (d) 0.621 0.44 0.022/0.93 170 75.6 1.4
008.espresso (T) 0.621 0.45 0.047/1.06 170 76.5 1.7
026.compress (d) 0.16 0.14 0.025/0.46 5 0.72 0.5
026.compress (T) 0.16 0.16 0.054/0.46 5 0.80 0.6
130.1i (d) 52.1 3.67 0.028/194 117 430 -
130.1i (T) 52.1 3.68 0.045/192 117 430 -
RAD
space 0.004 0.071 0.042/0.088 35 2.48 -
008.espresso 0.621 0.46 0.021/4.4 170 77.7 -
026.compress 0.16 0.15 0.024/0.50 5 0.75 -
130.li (RAD) 52.1 3.66 0.027/194 117 428 -

Table 5. Testing Costs

gram so the overhead from starting DynamoRIO becomesb. Related Work
significant. The maximum time occurred when the function
being attacked was executed towards the end of the program - As far as we are aware, this is the first effort in providing

execution. In all cases, the typical testing time is not pro- 3 systematic method of testing security mechanisms. There
hibitively long. has, however, been work done in testing the effectiveness

The recovery mechanism performed well, enabling sys- of various mechanisms [28]. In that work, a wide variety
tematic testing of the mechanisms at all executed functionof attacks, including stack smashing, heap overflows, and
calls with one execution of the program.30. | i acted  overflowsto modify pointers, were applied against différen
abnormally during testing with recovery enabled. We be- mechanisms, including ProPolice. They found that mech-
lieve the reason for this is thaB0. | i makes use of the ~anisms tended to perform poorly, which, perhaps, is to be
set j mp/ | ongj np functions, which enables programs to €xpected since many of the mechanisms were not designed
immediately jump from the currently executing function to counter some of the attacks. For instance, ProPolice pro-
back to an earlier function on the call stack. Future vesion Vvides no protection against heap overflows.

of the attack simulator will handle this behavior correctly Other work has focused upon preventing exploits in a
general fashion. Array bounds checking [3, 19, 23] will

prevent buffer overflow attacks from occurring, but can be
expensive to use in production code. Other dynamic tech-
nigues focus on sandboxing a program so that out of place
system calls can be avoided [16], examining the pattern of
system calls to detect anomalies [15, 26], or providing run

Our attack simulator was clearly effective in providing e tvne checking [22]. Static techniques include mod-
systematic testing (Question 1). The simulator correctly ifying the C language itself to avoid most security prob-

identified the possible attack points (i.e., different [oles lems [18, 22], using programmer annotations to find poten-

contexts) re_lated to our case S“,‘dy for stack smashing. Thetial vulnerabilities [21], or checking for vulnerabiligeby
results obtained by our attack simulator for testing twe dif checking string manipulations [27]

ferent security mechanisms were as expected (Question 2).

Clearly, our attack simulator can be used to provide system- .

atic and accurate testing of other program security mecha-6- €onclusions and Future Work

nisms. These results enable testers to feel confident that th

implementations of the security mechanisms that we tested We have presented the design, implementation and eval-
are indeed correctly handling all the different contexts of uation of an attack simulator capable of automatically in-
function callsites covered by the test cases input to the pro serting attacks into executing programs by adding to (but
grams used in the testing of the mechanisms. Finally, thenot modifying) the program instructions. The simulator can
cost of using the attack simulator for testing is reasonablebe used to systematically test program-based security-mech
(Question 3). When applicable, the recovery mechanismanisms on a broad range of applications without restricting
provides for more efficient testing as only one execution of the testing to a small set of applications that contain a few
the program can cover many different contexts for testing. known exploits. Attacks can be generated on a progrma

4.3. Evaluation Summary



without having to craft exploits by hand. Testers benefit [15] H. H. Feng, O. M. Kolesnikov, P. Fogla, W. Lee, and

from increased testing coverage without the tedious man-
ual manipulation of programs. consumers benefit from in-

creased reliability of the security mechanism through more [

thorough testing. We showed how the attack simulator
is effective in identifying and attacking different progra
contexts for stack smashing attacks, and systematic gestin
two well-known security mechanisms for stack smashing
attacks.

Our future work will concentrate on designing a better
method for recovery, and improved identification of pro-
gram points for the randomized buffer overflow attack. We
are working on simulating other kinds of attacks, includ-
ing attacks against function pointers in order to broaden th

16]

[17]

[18]

[19]

kinds of security mechanisms that can be tested by our sys-[zo]

tem.
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